
 
 

 

ÅRSREDOVISNING 2022 

 
 

 

 

Styrelsen för föreningen Åredalens Folkhögskola 

(893202-2661) avger härmed följande årsredovisning 

över det 84:e verksamhetsåret  

2022-01-01 – 2022-12-31 

 

 

 

 

 

Transaktion 09222115557490449113 Signerat FG, LW, BS, AL, EP, MJ, AN, KL, ME



 
 

Innehåll 
1) Förvaltningsberättelse: 

1:1 Inledning 

1:2 Syfte och mål 

1:3 Medlemmar 

1:4 Styrelsens sammansättning 

1:5 Verksamheten 

1:6 Ekonomi 

1:7 Väsentliga händelser efter räkenskapsårets utgång 

1:8 Medarbetare och organisation 

1:9 Jämställdhet  

1:10 Utvecklingsarbete 

1:11 Systematiskt kvalitetsarbete 

1:12 Framtid 

1:13 Avslutning 

 

 

2) Ekonomisk redovisning: 

2:1 Resultaträkning 

2:2 Balansräkning 

2:3 Budgetsammanställning 

2:4 Revisionsberättelse 

 

 

3) Verksamhetsinformation 2022 

 

 

4) Verksamhetsplan 2022 

 

 

5) Deltagarveckor 

 

 

Transaktion 09222115557490449113 Signerat FG, LW, BS, AL, EP, MJ, AN, KL, ME



1. Förvaltningsberättelse 

1:1 Inledning  
 

Åredalens folkhögskola startades hösten 1938 av engagerade personer som ville skapa 

förutsättningar för ungdomar främst från ”de jämtländska bygderna att få undervisning i 

allmänbildande ämnen till grund för fortsatta studier”. Åren har gått och det goda folkbildande 

uppdraget har förvaltats, utmanats och förändrats med sin samtid. 

 

Åredalens folkhögskola med tillhörande internat är en trygg växtplats. I folkhögskolans hela 

brokighet, i alla utmaningar och i olika kursinriktningar, finns en djup tillit till vad folkbildningen 

ger på individ- och gruppnivå vad gäller förståelse av en själv och världen.1 Internatet bidrar till 

en unik närhet och familjär gemenskap, något vi känner igen från folkhögskolans tillblivande 

utifrån tanken att bli påverkad och kunna påverka.2 Folkhögskolan är ett minisamhälle omgärdat 

av stöd, demokrati och mod. Grundtvigs ord om att individens inneboende förmågor väntar på 

att väckas och utvecklas gäller än i dag.3 Medarbetarna på Åredalens folkhögskola andas och bär 

den folkbildande tanken och just denna är en given del av skolans själ. Skolans själ dröjer även 

kvar när läsåret är slut och deltagarna har åkt hem, genom eftervärmen från det som varit och 

som lever vidare. Både tidigare och nuvarande deltagare formar folkhögskolan.  

Åredalens folkhögskolas själ är inte de kurser som ges, de fysiska lokalerna, fjällmiljön eller den 

goda maten. Det är människorna som är bärare av den folkbildande tilltron och tanken som är 

själen. Fjället och Åredalen är den goda och självklara växtplatsen och skolans kristna värdegrund 

är famnen. Friluftslivet, maten, konsten, studierna och lokalerna är exempel på medel för att nå 

målet med folkbildningen. Mening och tilltro är starka drivkrafter på skolan och skapar 

beslutsamhet i uppdraget och organisationen. Eller, som RIO anför, att det är en bildningsmiljö 

som frigör och utvecklar, där medarbetarna har ett starkt socialt engagemang.4 Åredalens 

folkhögskola visar genom sina berättelser att detta inte bara är en arbetsplats eller skola, utan ett 

sätt att vara och bliva.5 Främjandet av allmän medborgerlig bildning är fortsatt i starkt fokus.   

2022 blev likt 2021 ett år präglat av pandemin, samarbetsvilja och nyorientering. Alla som verkar 

i och runt skolan fick på flera sätt ställa om och tänka nytt för att skapa förutsättningar för 

bildning i en oförutsägbar tid. På grund av gällande restriktioner för covid begränsades skolans 

medarbetare och deltagare i flera av de vanliga formerna för fysiska möten och saknaden efter 

dessa var stor. Under våren, med lättade restriktioner, skedde ett påtagligt energipåslag och 

glädjen att få mötas igen var stor. Det blev på flera sätt tydligt hur oerhört viktig gemenskapen 

och de fysiska mötena är för att göra folkbildningen och folkhögskolan till det den ska vara! 

Skolan och alla medarbetare gjorde tidigt en gedigen, gemensam och väl genomarbetad 

riskbedömning och arbetsmiljöplan, vilket gjorde att skolan klarade sig så bra även 2022. Skolan 

utvecklades vidare och har idag ett fortsatt högt söktryck samt en god ekonomi i balans. 

Folkbildning är i tiden och skolan har ett ansvar att förvalta in i framtiden!  

 

 
1 Rörelsefolkhögskolans Intresseorganisation, Rörelsefolkhögskolans idégrund, s.2 
2 Föreningen för folkbildningsforskning, Folkbildning & Forskning årsbok 2018, Folkhögskolan 150 år, s.20 
3 Föreningen för folkbildningsforskning, Folkbildning & Forskning årsbok 2018, Folkhögskolan 150 år, s.15 
4 Rörelsefolkhögskolornas intresseorganisation, Rörelsefolkhögskolans idégrund, s.2 
5 Lee G. Bolman Terrence E, Deal, Nya perspektiv på organisation och ledarskap, s. 282–283 
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1:2 Syfte och mål  

Föreningen Åredalens Folkhögskola har till uppgift att – på evangelisk-luthersk grund och i 

 anslutning till EFS i den region där Jämtlands län ingår – bedriva folkhögskoleverksamhet. 

Statens stöd till folkbildningen utgår från det mål som riksdagen beslutat för   
folkbildningspolitiken. Folkbildningen ska ge alla möjlighet att tillsammans med andra öka sin 

 kunskap och bildning för personlig utveckling och delaktighet i samhället. Statens stöd till 
 folkhögskolorna regleras i Förordningen om statsbidrag till folkbildningen.  
 

Statens stöd till folkbildningen har fyra syften 
- att stödja verksamhet som bidrar till att stärka och utveckla demokratin 
- att bidra till att göra det möjligt för en ökad mångfald av människor att påverka sin 

livssituation och skapa engagemang att delta i samhällsutvecklingen 
- att bidra till att utjämna utbildningsklyftor och höja bildnings- och utbildningsnivån i 

samhället  
- att bidra till att bredda intresset för och öka delaktigheten i kulturlivet 

 

Föreningens mål:  

Utöver gemensamma folkbildningsmål vill föreningen arbeta för följande mål: 

- att i skolverksamheten stimulera människor till bearbetning av livsfrågor 

- att i skolsamhället levandegöra kristen tro och livsåskådning 

- att erbjuda en pedagogisk miljö som stimulerar till personlig utveckling, skapande 

verksamhet och ansvarstagande 

- att stimulera till kunskapssökande och engagemang i det lokala och internationella 

samhället 

- att utifrån en kristen människosyn om alla människors lika värde prioritera socialt eller 

kulturellt missgynnade grupper 

- att all undervisning skall vara allsidig och genomföras med tolerans och respekt för 

oliktänkande 

 

1:3 Medlemmar 

Vid årets slut hade vi 68 (69) medlemmar i Föreningen Åredalens Folkhögskola, varav 52 (53) är 

enskilda medlemmar och 13 (13) är EFS-föreningar och 3 (3) är andra föreningar. Vid årsmötet 

den 15 april 2018 beslöts att införa en medlemsavgift på 100 kr per medlem. 

 

1:4 Styrelsens sammansättning 

Skolföreningens årsmöte ägde rum den 24 april. Årsmötet genomfördes på folkhögskolan. 
Styrelsen fick efter årsmötet följande utseende: 

EFS Mittnorrland 
Ordinarie ledamöter 
Ordf. Karl-Erik Lundin  Hammarstrand 2023 
Anders Nordvall Östersund 2025  
Erik Persson   Järpen 2024 
 
Ersättare 
Ingrid Sandström Offerdal 2024 
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Skolföreningen  
Ordinarie ledamöter 
Linda Vestberg  Ås 2023 
Anna Lindmark Frösön 2024 
Mattias Jaktlund  Frösön 2024 
 
Ersättare 
Crister Eriksson  Undersåker  2024 
      
Härnösands stift  
Ordinarie ledamot 
Björn Sandal  Östersund 2026 
Ersättare 
Håkan Nilsson Östersund 2026 
 
Representanter  
Ordinarie ledamöter 
Personal 
Anette Gustafsson, ordinarie Järpen 
och Ersättare 
Kajsa Silfverdal, ersättare Undersåker  
   
Revisorer  
Ordinarie   
Mattias Eriksson, auktoriserad rev. Östersund 
Ersättare 
Marcus Karlsson, auktoriserad rev. Östersund   

 

1:5 Verksamheten 

  
Vårterminen 2022 präglades av pandemin och de åtgärder skolan tvingades att ta som följd av 

denna. Samtliga medarbetare och deltagare fick varje vecka agera aktivt för att förhindra 

smittspridning och för att skapa förutsättningar för bildning inom sin verksamhetsdel. 

Regionens smittskydd vägledde skolan och gav 

återkommande skolan beröm för det goda 

arbetet med förebyggande åtgärder för att 

förhindra smittspridning, både i skolmiljön och 

på internaten.  

Söktrycket var även 2022 högt och många vill 

studera och bo vid Åredalens folkhögskola, vilket 

ledde till fyllda deltagarplatser på samtliga kurser 

2022. Kurser skedde även utifrån anvisade 

platser från Arbetsförmedlingen. Här följer en 

översiktlig beskrivning av den bedrivna 

verksamheten. 

 Allmän kurs 

De allmänna kurserna vänder sig främst till 

deltagare som saknar grundläggande behörighet 

för gymnasie- och högskolestudier. 

Folkhögskolan uppfyller kravet på att minst 15 % 
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av den totala verksamheten ska utgöras av allmän kurs. Under vårterminen fanns det fyra 

allmänna klasser på skolan (på grund- och gymnasienivå samt med yrkesinriktning) och under 

höstterminen tre klasser (på grund- och gymnasienivå). Vidare gick ett antal deltagare från Fjäll 

och friluftsliv ett allmänt spår, i perioder integrerade i befintliga allmänna klasser, under 

valbara kurser och i undervisning på Fjäll och friluftskursen med allmän inriktning.  

Särskild kurs 

På folkhögskolan finns idag flera särskilda kurser inom tre inriktningar: 

Bibel/tro:  Bibellinjen, Kriklinjen, Teamlinjen samt Pastoralteologiska året i samverkan 
med Johannelund 

Friluftsliv:  Fjäll och friluftsliv, Fjällguide 
Konst:  Konst Fjäll & Natur, Konst & Språk i Frankrike (Ecole) 

 
Kurserna har hög flexibilitet i att forma individuella studieupplägg, bland annat genom skolans 
modell med valbara kurser.  

 
Valbara kurser 
De tre valbara kursperioderna är ett av skolans signum som möjliggör för alla kursdeltagare att 
själva påverka utformningen av sin kurstid på folkhögskolan och att få bildning inom skolans 
fyra olika inriktningar. Deltagarna söker plats på valbara kurser som ges på torsdagar och 
fredagar i sex veckor under tre perioder. Bland de valbara kurserna 2022 återfanns bland annat 
Fjällsport – friluftsliv – pilgrimsvandring, Herbarium – en konstnärlig natursamling, Keramisk 
form, Världsreligioner, Hållbart liv och samhushåll och behörighetsgivande ämnen som till 
exempel matematik, engelska och naturkunskap.    

 
Gemensam kurstid 
Under läsåret har deltagarna återkommande så kallad gemensam kurstid, viktiga dagar som 
sker kurs- och gruppöverskridande och syftar till att deltagarna tillsammans får möjlighet att 
utforska ämnen som demokrati, hållbarhet mm. samt att öka kontaktytorna mellan deltagare 
och lärare på de olika kurserna. Under 2022 återintroducerade vi konceptet Skola på tur, en 
aktivitet som funnits tidigare på skolan men som varit vilande under ett antal år, där hela 
skolan tillsammans åkte till Nulltjärn i Vålådalen för vandring och gemensamma aktiviteter. Vi 
arrangerade också Klimatdagarna med åtta olika workshops under tre dagar. Därutöver hölls 
bland annat gemensamma kurstider med fokus på jämställdhet, studeranderätt/drogpolicy 
samt människa/natur. 

Distanskurser 

Folkhögskolorna ska erbjuda olika former för bildning och därmed öka tillgängligheten. Detta 

möjliggörs bland annat genom kurser som ges helt eller delvis på distans i form av nätbaserat 

lärande. Exempel på distanskurser som erbjöds under 2022 är Samtidskonst och 

Pastoralteologisk kurs.  

Kortkurser 

Sommarkursveckorna i juni var välfyllda. Genom de korta kurserna når vi en bredare målgrupp. 

Kurserna synliggör folkhögskolan och gör det också möjligt att samverka med andra 

organisationer.  

Kulturarrangemang                                                                                                        

Pandemin påverkade möjligheten att genomföra kulturarrangemang under början av året. 

Under hösten 2022 visades musikteaterföreställningen Bortom land och hav om den 

jämtländske konstnären Primus Mortimer Pettersson (1895 – 1975) i skolans aula. I samband 

med föreställningen visades en utställning med Primus Mortimers verk i skolans galleri. 
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Internat 

Åredalens folkhögskola har ett stort internat med ca 90 boende deltagare. Internatet är viktigt 

och folkhögskolan värnar djupt om denna miljö. Internatboende, både i Hålland och i Provence, 

är en viktig del av folkbildningen och ett sätt att ge deltagarna en bra boendemiljö under sin 

studietid. Underhållet av internaten sköts löpande under året, såsom målning, byte av olika 

vitvaror etc. Under 2022 byttes ett av internatens tak.   

Utifrån pandemin och behovet av att skapa olika så kallade ”hushåll” valde skolans ledning att 

ordna deltagarnas boende kursvis läsår 2021–2022, något som aldrig inträffat tidigare. Under 

detta läsår utgick skolan helt utifrån deltagarnas hushåll gällande restriktioner, isolering av 

sjuka och så vidare. Deltagare som uppvisade symtom isolerades och lät provtaga sig inom 

vården. I de fall då det fanns bekräftad smitta på internaten sattes åtgärder omedelbart in och 

regionens smittskydd var delaktigt i hanteringen av läget.  

Kurser – sammanfattning 

Den statsbidragsberättigade verksamheten uttrycks i deltagarveckor (=dv). Denna volym 

bestämdes av Folkbildningsrådet till 6 576 dv för 2022. För att erhålla fullt statsbidrag måste vi 

bland annat genomföra denna volym med minst 15% på allmänna kurser. För att säkerställa 

volymkravet planerar vi för en något högre volym ifall något förändras som vi inte kan påverka, 

till exempel en inställd kortkurs.  

Därutöver tilldelade Folkbildningsrådet extra platser för yrkesutbildning och utökade platser, 

totalt 654 dv för 2022. Extra statsbidrag i olika former gjorde att vi totalt genomförde 7 230 dv 

(7 166 dv för 2021).  

1:6 Ekonomi 

 Det ekonomiska resultatet framgår av resultat- och balansräkningen. 

  

Vi blev tilldelade totalt 7 230 dv, 654 dv avser dv utöver folkhögskolans ingångsvärde. 

Deltagarveckor som tillsammans med kvalitetsförstärkande verksamhetsbidrag, 

momskompensation och särskilt utbildningsstöd gav 14,8 milj kr i statsbidrag (2021: 15,2 milj kr). 

Vi fick möjlighet till extra platser för en yrkesutbildning och utökade platser, totalt 654 dv, vilket 

gav 1 334 tkr. Vi anordnade SMF-kurs under våren med totalt 7 platser.  

Mobilitetsstöd gav totalt 2,3 milj kr. För vår region har vi avtal. För övriga regioner sker 

fakturering som grundar sig på var deltagaren är folkbokförd vid kursstart. 

Nettoomsättningen inkl. bidrag blev 23,9 milj kr (2021: 24,9 milj kr). Personalkostnader blev 
totalt 15,5 milj kr (2021: 14,7 milj kr). Övriga externa kostnader blev 7,8 milj kr, kostnader för 
bland annat undervisning, hushåll, fastigheten och administration.   
 

Flerårsöversikt (tkr) 2022 2021 2020 2019 2018 2017 

Nettoomsättning inkl. anslag och 
bidrag  

23 892 24 880 27 269 20 801 21 851 18 935 

Resultat efter finansiella poster -509 2 058 6 802 230 -337 -1 356 

Soliditet  46% 48% 43% 22% 20% 32% 
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Soliditet är justerat eget kapital i procent av balansomslutning. Den visar andelen eget kapital i 

förhållande till totala tillgångar. 

Personalkostnaderna i förhållande till omsättningen är följande: 

2016: 62,1% 2017: 67,5% 2018: 65,3% 2019: 63,8% 2020: 49% 2021: 59% 2022: 65% 

Elly och Ante Karlsson-Stigs minnesfond redovisas i not 9 och 12. 

Styrelsen för folkhögskolan beslutar om hur många och vilka som får ett kulturstipendium. Enligt 

villkoren skall stipendiaten ha gått en långkurs och gjort en kulturell gärning i vid mening, till 

exempel inom musiken och konsten, för ungdomar, engagemang i bygd och kultur etc. 

Stipendiet kommer delas ut till Alexander Aronsson i samband med folkhögskolans årsmöte den 

23 april. 

 

1:7 Väsentliga händelser efter räkenskapsårets utgång 

Folkbildningsrådet har beslutat att vi får 12 076 400 kr i statsbidrag för 2023 under förutsättning 

att vi genomför 6 576 deltagarveckor. Där ingår också Organisationsbidrag, momskompensation 

samt bidrag för språkligt stöd. Både bidrag för utökade platser och bidrag för 

kortutbildningsbakgrund upphör 2023.  

 Förslag till vinstdisposition 

Styrelsen föreslår att tillförfogande stående vinstmedel (kr)   

Eget kapital  13 290 095 

Resultat  -508 812 

Totalt  12 781 284 

 

 

 

 

 

 

1:8 Medarbetare och organisation
 

Rektor 

Anna Willén var rektor vt 22 och tjänstledig ht 22. Frida Grip var tf rektor ht 22.  

 

Ledningsgrupp 

Vt 22: Martin Boström (lärare), Ingegärd Hägglund (husansvarig), Frida Grip (ekonom), Mattias 

Sjölundh (operativ driftschef) till och med februari och Anna Willén (rektor). Ht 2022: Martin 

Boström (lärare), Ingegärd Hägglund (husansvarig), Nell Ray (lärare och kurssamordnare) och 

Frida Grip (tf rektor). Ledningsgruppen har träffats ca 12 ggr/år. 

 

 Eget kapital  Årets resultat  

Ingående belopp 11 231 872 2 058 223 

Resultat föregående år 2 058 223  
Årets resultat   -508 812 

Utgående belopp  13 290 095 -508 812 
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Husgrupp 

Skolans husgrupp är en sammanslutning av driftens olika avdelningar så som lokalvård, kök, 

vaktmästeri, IT och reception. Gruppen möttes med jämna mellanrum.  

 

Pedagoggrupp 

Skolans pedagoger arbetar i fyra lärarteam utifrån skolans fyra inriktningar. Samtliga lärare möts 

på så kallade pedagogträffar cirka en gång i månaden för gemensamt arbete och diskussion kring 

till exempel didaktiska frågor, skolutveckling, kollegialt lärande osv. Under 2022 berördes bland 

annat Folkhögskoleenkäten, kursmål och kursutvärdering, Folkbildningsrådets generella 

återkoppling till folkhögskolorna kring statsbidragsvillkoren, samt uppföljande diskussioner 

utifrån höstens två fortbildningstillfällen Strukturerat NPF-arbete i skolmiljö (om 

neuropsykiatriska funktionshinder) samt Frisk och fri (kunskap kring ätstörningar).  

 

Teamledare 

Varje pedagogteam och avdelning har en teamledare och dessa möts ca 4–7 ggr/år för 

informationsutbyte, för att förbereda uppdrag till teamen samt återkoppla kring frågor som 

förberetts i teamen. Teamledarens roll är att samordna arbetet och processa folkbildning och 

planering tillsammans med andra teamledare. Teamledarfunktionen och -träffarna kompletterar 

övrig mötesstruktur för lärarna, där enskilda möten inom varje team, pedagogträffar för samtliga 

lärare och teamledarträffar för teamledarna samspelar så att varje fråga kan beredas och 

diskuteras i det för frågan lämpligaste forumet.  

 

Stödteam och beredskapsgrupp 

Skolan har ett aktivt stödteam bestående av lärare, husansvarig, skolpräst, kurator, 

deltagarstödjare, stödsamordnare och rektor. En viktig grupp utifrån stödplaner och stödbehov i 

allmänhet, samt vid kris. Stödteamet träffas fortlöpande minst en gång i veckan samt samråder 

löpande kring aktuella fall. Delar av stödteamet under ledning av kuratorn har under hösten 2022 

lett så kallade gruppanalyser med pedagogerna i allmänteamet för att hjälpa dem att analysera 

stödbehoven i de olika klasserna, samt ge återkoppling på pedagogernas tankar kring gruppernas 

behov, ett arbete som ska fortsätta i övriga klasser efter årsskiftet. Skolans kurator, som är 

utbildad Uttryckande konstterapeut, har också lett deltagargrupper i Expressive Art (EXA), där 

rörelse och kreativitet används för att stärka självkänslan och minska prestige, rädsla, ångest och 

nedstämdhet, hitta mening och glädje i gruppen och därmed i sig själv. Utöver stödgruppen finns 

beredskapsgruppen bestående av rektor, husansvarig, ekonom, en lärare, kurator samt skolpräst. 

 

Medarbetarträffar 

Fyra medarbetardagar med samtliga medarbetare genomfördes där det gavs tillfälle att dela 

information mellan styrelse, ledning, olika arbetsenheter och fackförbund. Medarbetarna hade 

under året bland annat fortbildning inom HLR med hjärtstartare och utbildning i strukturerat 

NPF-arbete i skolmiljö. Förutom dessa medarbetarträffar träffades medarbetarna för 

morgonmöte varje måndag kl. 08 samt tre gånger/läsår på förlängda medarbetarmöten i 

samband med till exempel årsbokslut och terminsstart. Under våren träffades medarbetarna för 

gemensam fika varannan onsdag kl. 14:30, under hösten träffades medarbetarna för gemensam 

fika varje onsdag.  

 

Påverkan på medarbetarna utifrån covid-19 

I samband med nya ”covid-vågor” under vårtermin 2022 gällde inledningsvis följande för att glesa 

ut på arbetsplatsen: 
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Lärare  Vid jobb på skolan sitter man utspridda.  
Adm + IT  Jobbar delvis hemifrån. 
Lokalvård  Jobbar på skolan och följer uppsatta rutiner.  
Vaktmästeri  Jobbar på skolan och följer uppsatta rutiner.  
Kök  Jobbar på skolan och följer uppsatta rutiner.  
 
Samtliga medarbetare följde uppsatt riskbedömning och handlingsplan utifrån covid-19. 
 
Organisation och systematiskt arbetsmiljöarbete (SAM) 

Fokus utifrån medarbetare låg under 2022 på den psykosociala arbetsmiljön, omorganisation 

samt på gemensamma arbetssätt utifrån restriktioner på grund av covid-19. Utvärderingar och 

riskbedömningar skedde kontinuerligt och i olika former. Fokus har varit att skapa hanterbarhet i 

en oförutsägbar tid, samt att främja hälsa och gemenskap.  

 

Sedan 2019 har en successiv och varsam organisationsförändring skett, från en platt organisation 

till avdelningar med avdelningschefsansvar, samt med att ekonomiansvarig även är biträdande 

rektor. Organisationen 2022 såg ut på följande sätt: 

 

 

 

1:9 Jämställdhet och systematiskt arbete mot diskriminering 

 
Åredalens folkhögskola arbetar i enlighet med diskrimineringslagen med aktiva åtgärder för att 

motverka och förebygga diskriminering inom samtliga sju diskrimineringsgrunder: kön, 

könsöverskridande identitet eller uttryck, etnisk tillhörighet, religion eller annan 

trosuppfattning, funktionsnedsättning, sexuell läggning och ålder. Skolan undersöker årligen 

vilka risker för diskriminering eller andra hinder som kan finnas i verksamheten och som skulle 

kunna påverka den enskildas lika rättigheter och möjligheter. Denna undersökning sker på flera 
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olika nivåer inom verksamheten, på ledningsnivå, i medarbetargruppen och i arbetet med de 

olika kurserna, med syfte att identifiera och åtgärda risker. 

  

Skolan och arbetsplatsen 

Skolans arbete mot diskriminering bygger på undersökning, analys, åtgärder och revidering av 

policydokument i samspel med samtlig medarbetare och med revison av ledningsgruppen. 

Policydokumentet är på sex sidor + bilaga med handlingsplan mot sexuella trakasserier. Plan 

mot diskriminering sätts i Åredalens folkhögskolas samlade SAM. Där återfinns även skolans 

policy gällande oegentligheter. Skolan eftersträvar en jämn fördelning mellan könen bland 

medarbetarna. Idag har skolan ca 2/3 kvinnliga anställda. Under 2022 gjordes en större 

fortbildningssatsning för hela medarbetargruppen kring hur man anpassar skolan och 

undervisningen för deltagare med neuropsykiatriska funktionshinder. Utbildningen 

genomfördes med hjälp av ett bidrag från Specialpedagogiska skolmyndigheten. 

 

Kurser och deltagare 

Under skolstarten läggs stor vikt vid att informera deltagarna om det studeranderättsliga 

arbetet, deltagarnas rätt till en jämlik och jämställd utbildning samt hur och var de kan 

framföra eventuella klagomål eller upplevda missförhållanden under studietiden. Deltagarna 

kan bland annat göra sina röster hörda i klassråd, skolråd, matråd, i arbetsmiljöarbetet, i 

enskilda samtal med kurator/skolpräst/kurslärare/rektor samt i anonyma kursutvärderingar. 

Inom skolans kurser skedde arbetet med jämställdhet och jämlikhet på bland annat gemensam 

kurstid med fokus på Mål 5 Jämställdhet i de Globala målen och under tematiska dagar kring 

relationer, HBTQ, ursprungsbefolkningens rättigheter, könsroller etc.  

I kursernas antagningspolicy anges att skolan eftersträvar mångfald i bakgrund, etnisk 

tillhörighet, kön, ålder etc. Många unga vuxna söker till skolan. Skolan har dock få seniora 

deltagare på de långa helårskurserna, denna målgrupp återfinns istället normalt på skolans 

kort- och sommarkursveckor. 

Skolan har idag fyra team utifrån de fyra kursinriktningarna. Inom skolans team konst och 

tro/bibel är majoriteten av de sökande kvinnor och därmed antogs fler kvinnor. Inom skolans 

team friluftsliv var det möjligt att fördela platserna jämnt mellan kvinnor och män. Till allmän 

kurs utgjordes majoriteten av manliga sökande och därmed antogs fler män än kvinnor.  

 

1:10 Utvecklingsarbete 
 

Utvecklings- och profileringsarbetet pågår ständigt inom olika delar av skolan. Folkhögskolans 

verksamhetsplan 2022 redogör noggrant för utvecklingsområden och profilarbetet (se kapitel 4).  

 

Skolan uppnådde inte alla utvecklingsmål under 2022 på grund av pandemin och det intensiva 

arbete som denna medförde. Arbetet kring att säkerställa studier, mat och god arbetsmiljö kan 

dock ses som en typ av utvecklingsarbete inom ramen för den uppstådda situationen på grund av 

pandemin. Ett arbete som folkhögskolan klarade med bravur.  

 

Här är några exempel på områden som utvecklades under 2022:  
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Hållbarhet 

• Klimatsmart kök, handla lokala råvaror  

• Agenda 2030, fördjupat inom kurserna 

• Hållbara Fjäll, leder och arbete mot nedskräpning i fjällen  

• Klimatföreläsningar på gemensam kurstid 

• Projekt Växthus med en arbetsgrupp som leder och utvecklar konceptet 
 

Kurser 

• Deltagande i programmet Ambassadörsskola för EU i samarbete med 

Europaparlamentet  

• Samarbete mellan Allmän kurs och arbetsmarknadskoordinatorer/bemanningsenhet i 

Åre kommun med jobbsökarutbildning och jobbmatchning  

• Fortbildningar av personal i strukturerat NPF-arbete i skolmiljö (om neuropsykiatriska 

funktionshinder) samt Frisk och fri (kunskap kring ätstörningar) 

• Fördjupat arbetssätt och organisation med teamledare 

 

Digitalt 

• Fortnox löneprogram infördes med syfte att digitalisera processen 

• ATEA har sett över hur vi jobbat i Office 365, gått igenom backup och server samt sett 

över skolans nätverk 

 

 

Skolans inriktning 

• Skolans fyra inriktningar har ännu tydligare lyfts fram i marknadsföring, 
verksamhetsplansarbete och strategiska arbeten  

• Skolans fyra kursteam med teamledare har fördjupats i sina arbetssätt tillsammans 

• Under vårterminen 2022 genomfördes en omfattande fortbildningsinsats med 
medarbetarna utifrån litteratur, föreläsningar och kollegiala reflekterande samtal 

 
Fastighet och internat 

• Vidareutveckling av underhållsplan och investeringsbudget, projektera och ta fram 
underlag till renovering av ett internat 

• Takbyte på ett av skolans internat. 
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1:11 Systematiskt kvalitetsarbete 
 

Verksamhetsplan och mål kopplat till handlingsplan 2022: 

Syftet med kvalitetsarbetet på folkhögskolan 

är att ständigt förbättra verksamheten, uppnå 

god folkbildning och skapa smidigare 

arbetssätt. Det är även ett sätt för skolan att 

verbalisera processer och synliggöra vad som 

menas med kvalitet. Det systematiska 

kvalitetsarbetet återges bl a i 

verksamhetsplanen, studeranderättslig 

standard, årshjul, utvärderingar, kollegialt 

lärande etc. Verksamhetsplanen 2022 påvisar 

detta, samtidigt som pandemin med dess 

oförutsägbarhet till viss del ändrade 

förutsättningarna för handlingsplanen. Hela 

verksamhetsplanen återfinns i kapitel 4.   

 

Skolans verksamhetsplan gjordes om i grunden 

2019 och tydliggjordes i två delar, med 

verksamhetsplan med omvärldsanalys, SWOT, 

mål och utvecklingsområden, samt 

handlingsplan som anger tider och prioriterade 

områden för året (se Verksamhetsplan för 2022).  Genom det ständigt pågående kvalitetsarbetet 

och utvärderingar får vi syn på våra förbättringsområden och kan skapa handlingsplaner som 

utvecklar folkhögskolan.  

 

Det är alltid aktuellt att fördjupa sig inom vad folkbildning är för folkhögskolan och även att fråga 

sig varför vi gör det vi gör. Ett led i detta var den s.k. bildningsresan inom folkbildning med grund 

i sociologen Aaron Antonovskys begrepp KASAM, samt samarbetsprojektet Växthus och 

fortbildande litteraturstudier. Projekt Växthus är en del i folkhögskolans psykosociala arbetsmiljö, 

ökad delaktighet, samt led i hanterbarhet och begriplighet kring demokrati och klimat. Under 

vårterminen 2022 genomfördes en omfattande fortbildningsinsats med medarbetarna utifrån 

litteratur, föreläsningar och kollegiala reflekterande samtal. Litteraturen var följande: Ruhi Tyson 

(2019), Bildning och praktisk klokhet, Natur & Kultur, Sverker Sörlin (2019), Till bildningens 

försvar, Natur & Kultur, Aaron Antonovsky (1987), Hälsans Mysterium (sv. översätt. 1991), Natur 

& Kultur. Folkhögskolan fick genom detta en gemensam förståelse och förtrogenhet kring skolans 

folkbildande uppdrag, samt förståelse av kollegialt lärande.  
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Studerandeinflytande 

Skolråd och så kallade borgarmöten på internaten är viktiga forum för skolans och internatens 

vardag och delaktighet. Vid skolrådet samtalar skolans ledning och representanter från varje kurs 

om allt från integritet och covid-19 till kursinnehåll och idrottshallen. Varje skolråd har föregåtts 

av ett klassråd i varje kursgrupp. Skolrådet 

beslutade om att skapa ett matråd för att 

därmed öka deltagarinflytandet i mathållningen 

på skolan. Vidare avsåg skolrådet att som 

vanligt ha intressestyrda trivselgrupper, men 

detta var svårt att genomföra under året på 

grund av pandemin. Pandemin påverkade även 

gemensamma aktivitetsdagar och skolrådets 

dag. Deltagarinflytande har också skett i skolans 

SAM och då bland annat genom 

skyddskommittéarbete. 

 

Skolans studeranderättsliga standard revideras 

årligen av verksamheten och beslutas av 

styrelsen. Dokumentet finns i sin helhet på 

skolans webbsida 

 

 

   

     

 

Pedagogernas årshjul 

Kursmål och kursutvärderingar 

genomfördes av lärarteamen i delegerade 

arbetsformer med stort eget ansvar, 

delaktighet och befogenheter. Pedagogerna 

har tillsammans sammanställt det 

pedagogiska verksamhetsåret i ett årshjul. 

Allt för att förbättra arbetssätt och 

utförande över året.  
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Skolans årshjul  

Kvalitetsarbetet för skolan sker 

kontinuerligt och beskrivs i följande 

årscykel för verksamhetsutveckling. 

 

 

 

 

 

 

 

 

 

1:12 Framtid 
 

Pandemin har påverkat och kommer fortsatt och på olika sätt att påverka skolan. Avgörandet 

ligger i om skolan lyckas skapa en motståndskraftig organisation, en organisation som klarar av 

att orientera sig och leverera i en tid av ovisshet. Just nu pågår omorganisering av 

verksamheter, samhälle och av våra liv, det osäkra är det nya normala. Analysföretaget Kairos 

Future ger i sin framtidsanalys What´s on 2023 (Kairos Future, december 2022) en bild av 2023 

som den stora osäkerhetens år. Det har varit flera år med tillväxt, men nu är det nya tider som 

väntar. År av osäkerhet och där man måste börja tänka på framtiden som olika möjliga 

scenarier. Den viktigaste ledaregenskapen framgent är långsiktighet, visionsbärande och 

hållbarhet över tid. 2023 går mot stagnation och minskning av BNP och kommer präglas av 

mindre risktagande satsningar. Det kommer även att vara ett år då världen kommer att präglas 

av klimatomställningar och här finns den stora tillväxtmotorn. Efter covid-19 har det även hänt 

något med den etablerade arbetsplatsen och -gemenskapen. Fler säger upp sig och den 

främsta orsaken sägs vara utmattning. Fler, främst unga, vill jobba mindre, känna 

meningsfullhet med sitt arbete och ha mer tid för att ”göra-inget-alls”. Arbetet ses alltmer som 

en plats dit man går för att känna sig trygg, för trivsel och för att bli accepterad för den man är. 

Arbetet blir en plats man kommer till och går ifrån, men det är inte det viktigaste i livet. Allt fler 

unga uttrycker idag en ängslan och söker efter trygghet och mindre press i livet. Det är även 

tydligt att det idag finns färre arenor där människor idag faktiskt möts fysiskt. 

Meningsskapandet blir allt viktigare och dagens stressade livsstil ifrågasätts. Preppingtrenden 

fortsätter, men även här börjar skönjas en bild av ett sökande efter mening.6 

 

Projekt Växthus sjösattes under 2022 och kommer att ta många spännande vägar framöver. 

Redan läsåret 23/24 startas kursen Fjäll & Gårdsliv som kommer att fördjupa projektet 

ytterligare. I fokus för Projekt Växthus står psykosocial arbetsmiljö, kursutveckling, att verka 

 
6 Kairos Future 2023, What´s on 2023 
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meningsskapande genom KASAM, att skapa energi inom hela skolverksamheten, att ge god 

gemenskap. Det är ett gemensamt projekt som genom sitt arbetssätt både utmanar och ger 

energi. Deltagare och medarbetarna ska äga och processa projektet tillsammans. Genom 

projekt Växthus växer människor och framtidstro. Folkhögskolan berör genom projektet de 

riktigt väsentliga frågorna kring vad vi gör, för vem och hur vi gör det. Processer som aldrig kan 

mätas direkt, men som indikerar att det växer något i växthuset och att folkhögskolans 

befolkning (medarbetare och deltagare) är nöjda och känner en gemensam och egen inre växt. 

Eller som Jonna Bornemark uttrycker sig om viljan att ”skapa ett mänskligare samhälle och leva 

ett mänskligare liv” i Horisonten finns alltid kvar (2021).7 

 

Under 2023 kommer folkhögskolans organisation att fortsätta att utvecklas och verka i 

folkbildningens goda anda. Likt 2022 kommer skolan ha externa rådgivare och ett 

välfungerande fastighetsutskott och respektive team ha självgående teamledare som 

samordnar det dagliga arbetet.  

 

Digitalisering är en annan viktig framtidsfråga för folkhögskolan, där deltagare och 

medarbetare ska ha relevanta verktyg och kurserna ska vara anpassade för en digital verklighet 

och samtidens behov.  

 

En stor och viktig framtidsfråga för skolan är dess internat och välmående fastigheter. Detta 

kommer att vara fokusfrågor för framtiden, både vad gäller ekonomi och syfte inom det 

folkbildande uppdraget. Skolans internat ska vara relevant, borga för gemenskap, vara i gott 

skick och möta de boendes förväntningar på ett positivt sätt. Under sommarperioden ska även 

skolans internat nyttjas på bästa sätt för gäster och grupper som söker ett välordnat och 

prisvärt boende i Åredalen. 

 

Eftersom skolans kärnverksamhet är undervisning måste stort fokus läggas på att säkerställa 

skolformens pedagogiska och didaktiska fördelar och möjligheter, samtidigt som skolans vision, 

dess värdegrund och profilering, ges högsta prioritet. Skolan har sedan 2019 sett en stor ökning 

av ansökningar och har snabbt sett resultatet av ett renodlat koncept och skärpta 

antagningsprocesser. Allmän kurs fortsätter att vara en stor grupp och utgörs fortsatt av många 

nyanlända. Nya kurser som t ex Fjäll och gårdsliv tillvaratar även kunskap och bildning i vår 

absoluta närhet. En viktig framtidsfråga blir nu att förvalta detta förtroende och fortsätta att 

utveckla verksamheten för att möta deltagares behov. Folkbildning i Åredalen kommer även 

framgent att möta framtiden med högt ställda förväntningar och stor tillit! 

 

1:13 Avslutning 
 

Verksamheten på Åredalens folkhögskola är något som vi skapar tillsammans och har all 

anledning att vara ytterst stolta över. Medarbetare, deltagare, föreningsmedlemmar, styrelse, 

EFS, folkbildningsrådet och Region Jämtland Härjedalen möjliggör denna unika pedagogiska 

miljö. 

 

Hålland den 5 april 2023 

 

Anna Willén, rektor vt 2022  Frida Grip, tf rektor ht 2022 

 
7 Bornemark, (2021) Horisonten finns alltid kvar, Volante 
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2. Ekonomisk redovisning 2022

2022-01-01 2021-01-01
Rörelseintäkter not 2022-12-31 2021-12-31
Anslag och bidrag 

Statsbidrag 1 14 752 702,00 15 228 791,00
Mobilitetsstöd 2 2 283 086,80 2 426 663,00
Övriga bidrag 3 698 788,00 1 963 559,79

Nettoomsättning 4 6 157 713,81 5 260 728,34
Vinst vid avyttring av byggnader och mark 
Summa rörelseintäkter 23 892 290,61 24 879 742,13

Rörelsekostnader 
Personalkostnader 5 -15 537 011,24 -14 696 526,39
Övriga externa kostnader 6 -7 800 498,48 -7 120 962,31
Övriga rörelsekostnader -9 417,00 0,00
Avskrivning av materiella anläggningstillgångar -713 576,64 -662 092,40
Summa rörelsekostnader -24 060 503,36 -22 479 581,10

Rörelseresultat -168 212,75 2 400 161,03

Finansiella poster 
Ränteintäkter 62 486,21 0,00
Räntekostnader -403 085,00 -341 938,00
Summa finansiella poster -340 598,79 -341 938,00

Resultat efter finansiella intäkter o kostnader -508 811,54 2 058 223,03

Resultat -508 811,54 2 058 223,03

Resultaträkning 
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Tillgångar not 2022-12-31 2021-12-31

Materiella anläggningstillgångar 

Byggnader och mark 7 16 301 877,82 16 309 264,38

Inventarier 8 675 174,24 546 753,24

Summa materiella anläggningstillgångar 16 977 052,06 16 856 017,62

Omsättningstillgångar

Varulager textil 15 878,70 17 643,00

Kortfristiga fodringar 

Kundfordringar 587 016,55 678 754,06

Övriga fordringar 126 296,60 239 178,60  

Förutbetalda kostn och upplupna intäkter 1 512 039,33 1 028 547,01

Kassa och bank 8 097 419,30 8 497 415,05

Förvaltade fonder mm. 9 261 967,51 259 784,81

Summa omsättningstillgångar 10 600 617,99 10 721 322,53

Summa tillgångar 27 577 670,05 27 577 340,15

Eget kapital och skulder 

Eget kapital 

Eget kapital 10 13 290 095,41 11 231 872,38

Resultat -508 811,54 2 058 223,03

Summa eget kapital 12 781 283,87 13 290 095,41

Långfristiga skulder

Kreditinstitut 11 9 145 550,00 9 875 550,00

Övriga skulder 150 000,00 150 000,00

Summa långfristiga skulder 9 295 550,00 10 025 550,00

Kortfristiga skulder

Övriga skulder till kreditinstitut 746 000,00 746 000,00

Leverantörsskulder 779 482,00 843 062,99

Skatteskuld 0,00 0,00

Övriga skulder 551 130,27 298 618,54

Upplupna kostn o förutbetalda intäkter 3 162 256,40 2 114 228,40

Förvaltade fonder mm. 12 261 967,51 259 784,81

Summa kortfristiga skulder 5 500 836,18 4 261 694,74

Summa eget kapital och skulder 27 577 670,05 27 577 340,15

Balansräkning 
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Noter med redovisningsprinciper och bokslutskommentar 
Belopp i kr om inget annat anges 

Redovisningsprinciper 

Föreningens årsredovisning har upprättats i enlighet med årsredovisningslagen och bokförings-

nämndens allmänna råd (BFNAR 2012:1 (K3)). De viktigaste redovisnings- och värderingsprin-

ciperna som har använts vid upprättande av årsredovisningen sammanfattas nedan. 

Byte av värderingsprinciper: 

Föreningen ändrade principen för redovisning år 2018 från K2 till K3. Anledning till bytet var

komponentavskrivning på fastighet. 

Jämförelsetalen har inte ändrats på grund av att ingen uppskrivningsfond har tillämpats

Fodringar

Fordringar har efter individuell värdering upptagits till belopp varmed de beräknas inflyta. 

Avskrivnings principer för anläggningstillgångar 

Avskrivning av materiella anläggningstillgångar görs av tillgångens/komponentens avskrivningsbara

belopp över dess nyttjandeperiod och påbörjas när tillgången/komponenten tas i bruk. Avskrivning 

görs linjärt. Följande nyttjandeperioder tillämpas: Byggnader: 15 - 100 år, Maskiner och andra

tekniska anläggningar: 3 - 5 år, Inventarier, verktyg och installationer: 3 - 10 år

Redovisning av intäkter 

Intäktsredovisning sker i enlighet med BFNAR 2003:3 intäkter. Det flöde av ekonomiska fördelar

som föreningen erhållit eller kommer att erhålla för egen räkning redovisas som intäkt.

Intäkter värderas till verkliga värdet av det som erhållits eller kommer att erhållas.

Leasing

All leasing där föreningen är leasetagare redovisas som operationell leasing och leasingavgifterna  

samt eventuell första förhöjda avgifter redovisas som en kostnad  linjärt över leasingperioden.

Ställda panter 2022 2021

Fastighetsinteckningar i

Nyland 2:38, 2:51 och 2:52 i Åre 13 125 000,00 13 125 000,00

Företagsinteckningar 1 800 000,00 1 800 000,00

Tax värde på personalbostäder 3 953 000 3 953 000
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Förklaring till noter 

Not 1 - Statsbidrag 2022 2021

Basbidrag (Bas och Organisationsbidrag) 1 140 000,00 1 140 000,00

Verksamhetsbidrag 10 718 900,00 10 718 900,00

Kvalitetsförstärkande verksamhetsbidrag 308 700,00 309 100,00

Momskompensation 394 600,00 164 400,00

Bidrag för kort utbildningsbakgrund 237 600,00 237 600,00

Bidrag för utökade platser 1 334 200,00 1 203 600,00

Studiemotiverade folkhögskolekurs (SMF) 222 769,00 573 231,00

Etableringskurs 0,00 321 360,00

Svenska från dag ett 86 400,00 0,00

Förstärkningsbidrag 0,00 0,00

Specialpedagogiska skolmyndigheten 234 136,00 422 000,00

Språkschablon, ordinarie och extraplatser 75 400,00 138 600,00

14 752 705,00 15 228 791,00

Not 2 - Mobilitetsstöd 

Region Jämtland Härjedalen 1 125 000,00 1 125 000,00

Övriga landsting/regioner 1 158 086,80 1 301 663,00

2 283 086,80 2 426 663,00

För vår egen region har vi ett avtal. För övriga regioner sker fakturering som grundar sig på var 

deltagaren är folkbokförd vid kursstart.

Not 3 - Övriga bidrag

Länsarbetsnämnden 636 059,00 1 095 172,00

Övriga bidrag 62 729,00 814 679,00

EU bidrag 0,00 53 708,79

Summa - Övriga bidrag 698 788,00 1 963 559,79

Not 4 - Nettoomsättning 

Uppdragsutbildning 33 955,20 34 000,00

Undervisningsmaterial 610 867,40 558 546,83

Hushållet 2 724 584,62 2 233 608,00

Fastigheten 2 737 138,37 2 363 618,00

Övriga intäkter 51 168,22 70 955,51

Summa - Nettoomsättning 6 157 713,81 5 260 728,34
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Under hushåll och fastighet finns vår konferensverksamhet bokförd. Hit räknar vi möten,

 träffar, läger som inte avser statsbidragsberättigad verksamhet eller uppdragsutbildning.

2022 2021

Konferensverksamhet 0,00 0,00

Not 5 - Personalkostnader

Löner

Undervisning -6 604 758,08 -6 362 377,90

Administrativ -1 129 915,61 -1 069 547,74

Fastighet -1 285 985,21 -1 398 409,05

Hushållet -1 295 288,09 -1 093 682,28

Övriga  -213 237,53 -364 375,09

Sociala kostnader -4 007 171,15 -3 868 819,09

Övriga personalkostnader -1 000 655,57 -539 315,24

S:a personalkostnader -15 537 011,24 -14 696 526,39

Vid årets slut fanns det 30 (31) anställda varav 22 (22) kvinnor. I övriga personalkostnader ingår

440 194,82 kr som avser personer med annan arbetsgivare (2021: 271 092,40 kr).

Årsanställda uttryckt i heltidstjänster inkl. timanställda och föreläsare blev 26,1 (27,1) varav kvinnor 

18,6 (17,7). 

Not 6 - Övriga externa kostnader 

Undervisningsmaterial -661 422,01 -884 358,18

Hushållet -1 755 564,12 -1 307 584,15

Fastigheten -3 943 817,39 -3 718 327,97

Administration -1 135 279,71 -959 992,51

Övriga kostnader -304 415,25 -250 699,50

S:a övriga externa kostnader -7 800 498,48 -7 120 962,31

Not 7 - Byggnader och mark 

Ingående värde 18 451 662,60 17 680 969,60

Årets investering 580 758,08 770 693,00

Avyttring byggnader och mark -10 235,36 0,00

Summa värde 19 022 185,32 18 451 662,60

Ingående avskrivning -2142398,22 -1 578 823,22
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Årets avskrivning -578318,28 -563 575,00

Avyttring byggnader och mark 409 0,00

Totala Avskrivningar -2 720 307,50 -2 142 398,22

Utgående värde 16 301 877,82 16 309 264,38

Not 8 -  Inventarier 2022 2021

Ingående anskaffningsvärde 2 030 811,50 1 830 645,50

Årets inköp 263 270,00 200 166,00

Summa anskaffningsvärde 2 294 081,50 2 030 811,50

Ingående avskrivningar -1 484 058,26 -1 385 540,86

Årets avskrivning -134 849,00 -98 517,40

Totala avskrivningar -1 618 907,26 -1 484 058,26

Utgående värde 675 174,24 546 753,24

Not 9 - Förvaltade fonder mm

Elly o Ante Karlssons-Stigs minnesfond

Tillgångar 

Bankkonto 25 471,08 25 454,92

Akelius, likvidkonto 236 496,43 234 329,89

Summa tillgångar 261 967,51 259 784,81

Summa förvaltade fonder mm 261 967,51 259 784,81

Not 10 - Eget kapital 

Ingående värde 13 290 095,41 11 231 872,38

Resultat -508 811,54 2 058 223,03

Utgående värde 12 781 283,87 13 290 095,41

Not 11 - Skulder till kreditinstitut

Skulder som förfaller senare än 5 år efter 

balansdagen 6 311 550,00 7 041 550,00
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Not 12 - Förvaltade fonder mm - kapital 2022 2021

Elly o Ante Karlssons-Stigs minnesfond:

Avräkning, skolan -43 175,00 -37 175,00

Kapital -222 609,81 -223 450,88

Resultat 3 817,30 841,07

Summa skulder o eget kapital -261 967,51 -259 784,81

Avkastning 2 357,70 5 333,92

Stipendium -6 000,00 -6 000,00

Akelius, administration -175,00 -175,00

Resultat -3 817,30 -841,08

Summa förvaltade fonder mm - kapital -261 967,51 -259 784,81

Åredalens Folkhögskola 

Karl-Erik Lundin, ordförande Anders Nordvall Anna Lindmark 

Mattias Jaktlund Björn Sandal Linda Vestberg 

Erik Persson Frida Grip, Tf rektor

Mattias Eriksson
Auktoriserad revisor Atrakta i Sverige AB
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Budget 

2023 RR 2022

Budget 

2022 RR 2021 RR 2020

Intäkter

Anslag och bidrag 

Statsbidrag 13 077 14 753 15 133 15 229 14 695

Mobilitetsstöd 2 475 2 283 2 375 2 427 2 304

Övriga bidrag 688 699 706 1 964 1 864

Nettoomsättning 7 974 6 158 6 385 5 261 3 919

Vinst vid avyttring av byggnader och mark 4 488

Summa rörelseintäckter 24 214 23 892 24 600 24 880 27 269

Kostnader 

Personalkostnader 14 916 15 537 15 713 14 697 13 433

Övriga externa kostnader 7 322 7 800 7 427 7 121 6 051

Övriga rörelsekostnader 9

Avskrivningar av materiella anläggningstillgångar 950 714 900 662 606

Summa rörelsekostnader 23 188 24 061 24 041 22 480 20 089

Rörelseresultat 1 026 -168 559 2 400 7 180

Finansiella poster 

Finansiella intäkter 62 0 0

Finansiella kostnader 825 403 329 342 378

Summa finansiella poster 825 341 329 342 378

Resultat efter finansiella intäkt o kostnad 200 -509 230 2 058 6 802

Resultat 200 -509 230 2 058 6 802

Budgetsammanställning 







3. Verksamhetsinformation 2022 

Verksamheten presenteras utifrån skolans fyra inriktningar, Bibel och tro, Konst, Friluftsliv och 

Allmän kurs, samt SMF på uppdrag av Arbetsförmedlingen. 

 

Bibel och tro 
Kurs: KRIK-linjen 

KRIK-linjen är en ettårig utbildning med fokus på kristen tro, idrott och ledarskap. KRIK-linjen har 

funnits på skolan sedan läsåret 15/16. Under hösten började vi samtalet kring att utöka platserna 

på KRIK-linjen och har landat i att läsår 23/24 erbjuda två klasser med 16 personer i varje. Vi har 

hittat några samarbetsområden med skolans guide-utbildning, där guiderna leder KRIK-klassen 

genom en dag om iskunskap och ett dygn på Storulvån med introduktion till vintertältning och 

topptur.  

KRIK-linjen hade som vanligt ett kursmoment kring event under hösten. Denna gång skapade de 

ett kvällsevent för skolan för att främja gemenskap och rörelseglädje, de anordnade även ett 

event i Järpen för ungdomar i kommunen. För att stärka vårt samarbete och koppling med KRIK 

Sverige åkte vi ner till Uppsala i november och var med på en ledardag med ca 150 andra KRIKare 

från övriga Sverige. Då hade vi även en dag tillsammans med KRIK Mullsjö, där vi fick byta 

erfarenheter och lära känna varandra.  

Deltagarna har även praktiserat i någon organisation runt om i Åre kommun. Det kan vara i en 

barngrupp i en kyrka eller i en idrottsförening. Det är en plats där de får tränas i att vara ledare. Vi 

var också på skidtur till STFs fjällstuga i Stensdalen när de skulle öppna för säsongen. Vi hjälpte till 

med praktiska saker som behövde göras inför öppning t. ex. att bära ved, skotta snö och hugga 

vattenhål i isen.  

Under vårterminen 2022 hade KRIK-linjen 20 deltagare (10 kvinnor, 10 män) och under 

höstterminen 20 deltagare (11 kvinnor, 9 män). 

Lärare under året var Björn Sylvén, Markus Bergås, Martin Boström och Lina Sjörén. 



Kurs: Bibellinjen 

På Bibellinjen får 

deltagarna bland 

annat redskap för 

att tolka bibeltexter 

samt få kunskap om 

olika teologiska 

traditioner. De får 

möjlighet att 

bearbeta livsfrågor 

och existentiella 

frågor och öva på 

det respektfulla 

samtalet.  

Kursen innehåller 

också en fördjupning i den kristna kyrkans historia med fokus på de kyrkor som finns i Norden, 

hur de växt fram, deras roll i samhället osv. Lokal samverkan sker med församlingar och 

organisationer som exempelvis Svenska Kyrkan och Hållandsgården. Vissa kursmoment förläggs 

utomhus. Naturen blir då en viktig pedagogisk miljö där ett lärande sker som inte skulle skett 

på samma sätt i ett klassrum. Pilgrimsvandring med olika andliga övningar är en viktig del 

under hösten. 

Under vårterminen 2022 hade Bibellinjen 20 deltagare (10 kvinnor, 10 män) och under 

höstterminen 20 deltagare (10 kvinnor, 10 män). 

Lärare under året var Martin Boström, Lina Sjörén, Björn Sylvén och Olof Roos. 

 

Kurs: Teamlinjen 

Teamlinjen är en kurs där deltagaren får 

utvecklas i lärjungeskap och ledarskap 

format av en kristen tro. Deltagarna 

samarbetar i team om två till tre deltagare. 

Teamlinjen är en utbildning i samarbete med 

SALT som är EFS barn & unga. Under 2022 

provade vi ny kurslitteratur som visade sig 

passa kursen väldigt bra. I kursen ingår också 

ämnen som livskunskap, ledarskap och 

eventkunskap.  

Under vårterminen 2022 hade Team-linjen 11 deltagare (7 kvinnor, 4 män) och under 

höstterminen 8 deltagare (6 kvinnor, 2 män).  

Lärare under året var Björn Sylvén och Martin Boström. 

 

 



Konst 
Kurs: Konst, Fjäll och Natur – grundläggande konstnärlig utbildning 

Skolans grundläggande konstutbildning arbetar för att 

deltagarna skall landa i den jämtländska naturen och 

kulturen. Vi arbetar med olika konstformer och 

uttrycksätt, deltagarna får grundläggande kunskaper i 

olika tekniker som akvarell, oljemåleri, skulptur, 

samtidskonst, konsthistoria mm. Vi arbetar för att både 

den inre och yttre miljön skall stimulera kreativiteten, 

stärka deltagarnas egna uttryck och öka tilliten till sig 

själva och sitt skapande.  

Under året har fördjupningsåret lagts ner på grund av 

sviktande deltagarunderlag och det grundläggande året 

har istället förstärkts. Utbildningen bytte också namn från 

Konst i fjällmiljö till Konst, Fjäll och Natur. Deltagare har 

bland annat haft soloutställningar på Järpens bibliotek, samarbete med Jamtli länsmuseum 

kring deras årsbok med tema porträtt samt porträttutställning i muséets cafeteria, studieresa 

till Trondheim för att titta på konsthögskolans slututställning, deltagit i Åre Konstförenings 

temautställning ”Drömmar”, samarbetat med guidekursen med vandring och övernattning i 

tält, samt haft ett litet utbyte med vår skola i Frankrike där eleverna delade erfarenheter med 

varandra.  Slututställning hölls på Galleri Lux i Östersund. 

Under vårterminen 2022 hade Konst, Fjäll och Natur 20 deltagare (16 kvinnor, 4 män) och 

under höstterminen 20 deltagare (18 kvinnor, 2 män).  

Lärare under året var Arna Laula, Linda Petersson Ödbring och Hanna Modén.  

Kurs: Konst & språk i Frankrike 

Kursen ger deltagarna möjlighet att 

utveckla sitt konstnärliga skapande inför 

vidare studier inom till exempel design, 

grafisk formgivning, arkitektur och 

konst. Under året har vi fortsatt 

förstärka våra samarbeten både för 

inlärning av det franska språket och för 

att förstå och verka i den nya kulturen. 

Det blev också ökad verksamhet på 

sommaren då vi fick tillfälle att ta emot 

en klass från kulturskolan i Sundsvall 

inom ramen för Erasmus+ och arbeta 

med världsstjärnan Daniel Buren i samarbete med kommunen på ön Arz. Ytterligare 

samarbeten under året skedde bland annat med universitetet i Avignon, med Parcours de l’art: 

en kulturell förening som arbetar med en samtidskonstfestival, Konsthögskolan i Dunkerque-

Tourcoing och med GEM Cezame: en förening som samlar människor som gått igenom olika 

psykiska svårigheter och som stöttar varandra. Ett flertal gästföreläsare undervisade på kursen i 

bland annat foto, scenografi, måleri och performance. Andra moment var till exempel skulptur i 



lera, kroki, gips, grafik, installation, utställningsteknik, deltagande i kyrkokör, bokklubb och 

studier i konsthistoria. 

Under vårterminen 2022 hade Konst & Språk i Frankrike 20 deltagare (20 kvinnor, 0 män) och 

under höstterminen 18 deltagare (15 kvinnor, 3 män).  

Lärare under året var Helena Schmidt. 

Friluftsliv   

Kurs: Fjäll och friluftsliv 

Människa – Natur – Miljö med 

särskild förståelse och träning i 

att vara i det västjämtska 

landskapet och våra norska 

granndistrikt för att lära känna 

och upprätta en relation till 

omgivningarna. En viktig avsikt 

är att lägga grunden till att var 

och en vågar lita på och utgå 

från sina iakttagelser. Vi lever 

friluftsliv i vardagen under alla 

årstider och successivt ökar förmågan och ansvaret för kortare och längre turer. 

Viktiga renoveringsinsatser på turleder har varit en del i kursarbetet i samarbete med Södra 

Årefjällen och Länsstyrelsen. Syftet är att få bakgrundskunskap och erfarenhet av hur naturvård 

och organiserat friluftsliv fungerar. 

Under vårterminen 2022 hade Fjäll och friluftsliv 34 deltagare (20 kvinnor, 14 män) och under 

höstterminen 33 deltagare (19 kvinnor, 14 män).  

Lärare under året var Jessica Forsberg, Olle Mobärg, Kim Norlén, Maja Nykvist och Maria 

Månsson. 

Kurs: Fjällguide 

En ledarutbildning inom 

friluftsliv på temat Människa – 

Natur – Miljö. Huvuddelarna i 

kursen är friluftspedagogik, 

friluftssäkerhet och 

ansvarsfrågor. En viktig del 

inom pedagogikområdet är 

”Nature and culture 

interpretation” enligt de 

kriterier som uttrycks g enom 

Interpret Europe. Här har vi 

påbörjat att förstärka området 

så att vi förbereder deltagarna 

för certifiering inom området. 

 



För att åskådliggöra hur man i andra länder jobbar med landskapsturism och friluftsliv 

tillbringades en vecka i Provence, Frankrike, med bland annat vandring i medelhavsnära 

bergsmiljö med boende på ekologiskt vandrarhem i avskild miljö bortom trafik och 

högfrekventerade vandringsleder. Genom yrkesnära fältstudier på platser där yrkesverksamma 

guider jobbar sker samspel mellan studier och arbetsfältet. Många av kontakterna här leder till 

jobbmöjligheter. 

Under vårterminen 2022 hade Fjällguide 8 deltagare (4 kvinnor, 4 män) och under höstterminen 

8 deltagare (4 kvinnor, 4 män).  

Lärare under året var Torun Östling, Jessica Forsberg, Olle Mobärg och Martin Strömgren. 

Allmän kurs 
 Kurs: Allmän kurs grundskole- och gymnasienivå 

Under 2022 fanns det tre allmänna 

klasser på skolan på grund- och 

gymnasienivå (samt en klass med 

yrkesinriktning, se nedan) och under 

höstterminen tre klasser. Vidare gick 

ett antal deltagare från Fjäll och 

friluftsliv ett allmänt spår, i perioder 

integrerade i befintliga allmänna 

klasser, under valbara kurser och i 

undervisning på Fjäll och friluftsliv 

allmän inriktning. En stor del av 

deltagarna på allmän kurs kommer 

ifrån Åre kommun och majoriteten 

är utrikes födda. Flera deltagare 

gjorde sitt andra, tredje eller fjärde 

år på skolan. Teman under vårterminen var bland annat vetenskapligt skrivande, arbetsliv och 

studier, jämställdhet och EU. Vi fortsatte även med den satsning på skönlitterärt läsande som 

inleddes föregående år. Under höstterminen arbetade vi bland annat med svensk politik och 

val, hbtq-frågor, konflikt och feedback, hälsa, kreativt skapande och Sacharov-priset för 

tankefrihet. Utvecklingsarbetet har varit fokuserat på deltagarnas individuella studieplaner och 

hur vi optimerar gruppindelningen för att kunna tillgodose deltagarnas individuella behov. 

Läsutveckling för deltagare med liten studiebakgrund har också varit ett fokusområde. Vi har 

även gjort en satsning på digital litteracitet och utökat tillgången till deltagardatorer. Under 

året skedde samarbeten med bland annat Åre kommun, Lärcentrum Östersund, Jämtlands 

Gymnasium, Europaparlamentet och Universitets- och högskolerådet. 

Under vårterminen 2022 hade Allmän kurs 44 deltagare (12 kvinnor, 32 män) och under 

höstterminen 53 deltagare (15 kvinnor, 38 män).  

Lärare under året var Kajsa Silfverdal, Nell Ray, Sofia Hamrin, Elna Bolin och Markus Bergås. 

 

 

 



Kurs: Allmän kurs Yrkesturism 

På Allmän kurs Yrkesturism kombinerar deltagarna 

studier av allmänna ämnen på gymnasienivå med 

förvärvandet av kunskaper i arbetslivsfrågor. 

Kursen har också ett flertal tillfällen av praktik där 

man applicerar sina kunskaper kring hur det 

fungerar på en arbetsplats och reflekterar över 

frågor som hur företaget är organiserat, hur man 

kommunicerar internt och med sina kunder, hur 

feedbackprocessen med närmaste chef ser ut osv. 

Ett antal företagsbesök har även gjorts under 

vårterminen där eleverna har fått god inblick i 

flertalet branscher både inom turism och andra branscher. Värdskap och service, arbetsliv, 

marknadsföring, storytelling och försäljning, entreprenörskap och företagande, 

företagsekonomi och presentationsteknik är teman i utbildningen. Andra delar har varit 

värdskapsutbildning med tillhörande diplomering samt att göra en verksamhetsplan för ett 

eget företag. Allmän kurs Yrkesturism var en tvåårig satsning under pandemin och avslutades 

efter vårterminen 2022 då de tilldelade deltagarveckorna upphörde. 

 

Under vårterminen 2022 hade Allmän kurs Yrkesturism 9 deltagare (0 kvinnor, 9 män).  

Lärare under vårterminen var Suzan Stenberg. 

 Kurs: SMF (Studiemotiverande folkhögskolekurs)  

På uppdrag av Arbetsförmedlingen genomfördes SMF-kurs under vårterminen. Syftet med 

kursen var att ge tillfälle att pröva på studier på folkhögskola med fokus på kärnämnen, främst 

till deltagare som står långt från arbetsmarknaden. I kursplanen ingick bland annat följande 

teman: demokrati i Sverige, samhällsberedskap i praktiken, arbetsliv, digital kompetens, hälsa 

och motion. Uppdraget avslutades efter terminens slut på grund av vikande deltagarunderlag.  

Lärare under vårterminen var Elna Bolin. 

 

 

 

   

 

 

 

 

 

 



 
  Författare: Rektor Anna Willén 21.12.10 

 

   

 

 

VERKSAMHETSPLAN FÖR VERKSAMHETSÅRET 2022 

Syftet med årets verksamhetsplan är att tydligt påvisa vad skolan är och vad som ska göras under 
2022. Verksamhetsplanen förklarar budget 2022 och anger en handlingsplan. Verksamhetsplanen 
riktar sig till främst skolans personal, styrelsen, EFS, Åredalens folkhögskolas medlemmar och 
Folkbildningsrådet. 
 

 
 
 
 

1. INLEDNING  
– detta är Åredalens Folkhögskola  
 
1.1 Huvudman och mål 
Åredalens Folkhögskola drivs av Föreningen Åredalens Folkhögskola. Föreningen är ansluten till EFS 
(Evangeliska-Fosterlands-Stiftelsen), en rörelse inom Svenska Kyrkan. EFS är huvudman för ytterligare 
sju folkhögskolor. 
 
Åredalens Folkhögskolas måldokument anger att målen för verksamheten är: 

• Att i skolverksamheten stimulera människor till bearbetning av livsfrågor. 

• Att i skolsamhället levandegöra kristen tro och livsåskådning. 

• Att erbjuda en pedagogisk miljö som stimulerar till personlig utveckling, skapande 
verksamhet och ansvarstagande. 

• Att stimulera till kunskapssökande och engagemang i det lokala och internationella 
samhället. 

• Att utifrån en kristen människosyn om alla människors lika värde prioritera socialt eller 
kulturellt missgynnade grupper. 

• Att all undervisning skall vara allsidig och genomföras med tolerans och respekt för 
oliktänkande. 

 
1.2 Statens syfte   

• Stödja verksamhet som bidrar till att stärka och utveckla demokratin 

• Bidra till att göra det möjligt för en ökad mångfald att delta i samhällsutvecklingen 

• Bidra till att utjämna utbildningsklyftor och höja utbildnings- och bildningsnivån i samhället 

• Bidra till att bredda intresset för och delaktighet i kulturlivet 
 
Folkbildningsrådets villkor för statsbidrag 2022 är gällande för skolans verksamhet och inriktning.  
 
 

Skolans mål & 
syfte

Omvärldsanalys SWOT Verksamhetsmål Handlingsplan
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1.3 Ledord för Åredalens folkhögskola 
Demokrati är skolans ”väsen”, deltagarna är alltid i fokus och folkhögskolan famnar sitt 
bildningsuppdrag med följande ord: En plats för gemenskap, hållbarhet, skapande, livsåskådning, 
språk och kulturförståelse! Vid fjället i naturen och kulturen.  

 
 
1.4 Vision för Åredalens folkhögskola  
Folkhögskolan ska vara en fackla, ett ledkryss, med hållbara budskap in i framtiden. Med blicken fäst 
på tilltron och hoppet. Rusta människor för ett liv i samhället, med en tydlig inre egen kompass. 
Solidaritet, hållbarhet, respekt och demokrati. I klassrummet, matsalen, idrottshallen, aulan, 
biblioteket, konstateljéerna, på internaten och fjället. Internaten är en unik gemenskap och 
fostrande miljö. Matsalen erbjuder gemenskap kring en god matkultur som motverkar ensamhet, 
överkonsumtion och slöseri. Skolan pulserar framtidstro och hopp! Fokus är inte på hinder och 
begränsningar i vardagen och samhället, utan på kreativa möjligheter och växande. Skolan är trygg i 
sitt uppdrag och sin värdegrund och välkomnar generöst andra till bildning och gemenskap.  
 
 
1.5 Fokus för 2022–2023 
Under verksamhetsåren 2022 och 2023 har skolan följande fokus: Klimat & Demokrati utifrån KASAM 
(Aaron Antonovsky). Klimat och demokrati ska vara genomgående teman i skolans bildning och 
bildningsmiljö. Tillvägagångssätten kommer att se olika ut, men KASAM kommer att vara den 
gemensamma nämnaren och utgångspunkten. Projekt växthus kommer att vara ett av verktygen för 
praktisk och fördjupad bildning inom klimat och demokrati. Genom KASAM och god hanterbarhet går 
skolan in i 2022, ett år då många utmaningar och möjligheter väntar och som skolan väljer att möta 
med framtidstro och stark vilja.  
 
 
 

2. OMVÄRLDSANALYS FÖR 2022 
 
Här omnämns några delar i vår omvärld att förhålla sig till och hantera inom ramen för skolans syfte 
och mål. Denna enkla omvärldsanalys berör den kontext och sammanhang som skolan finns och rör 
sig i. Omvärldsanalysen är tolkningsramen för lagd verksamhetsplan och budget 2022. En analys som 
omfattar ett helt år måste självklart ses både utifrån vad skolan förväntar sig av kommande år samt 
utifrån ett större perspektiv.  
  
2.1 Nationellt  
Analysföretaget Kairos Future beskriver i sin analys år 2022 med orden ”det är komplicerat och inget 
spektakulärt”. 2022 blir ett år där det mesta lunkar på. Nästa år kommer till stor del handla om 
trygghet, digitalisering och hållbarhet in i framtiden. I analysen tonar en förhållandevis mörk och 
dystopisk bild fram, en bild som speglas i vår tids otrygghet, covid, bojkott av stora idrottsevent, 
kompetensbrist som hindrar ekonomisk tillväxt etc. Den nya digitala verkligheten med bland annat 
5G rullas ut och allt blir mer sammankopplat i system, till exempel Meta. I och med covid och allt 
stillasittande, kan det ske ett återtagande kring fokus på hälsa och fysisk aktivitet. En annan covid-
effekt är att små samhällen sluter sig samman och att allt fler flyr städerna. Det sker en vurm för det 

Gemenskap Hållbarhet Skapande Livsåskådning
Språk & 

Kulturförståelse
Vid fjället

I naturen & 
Kulturen
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lokala, formgivning, den egna trädgården och odling. Ute är det nya inne och en motreaktion mot 
den digitala verkligheten. Gällande hållbarhet så kommer det även att bli alltmer tydligt att det 
kostar att ställa om, men vem är villig att betala? Unga är mer benägna än äldre att vilja ställa om och 
ändra sin livsstil och sänka sin levnadsstandard. Det finns även en laddning i samhället där man nu vill 
bygga tillbaka till något bättre. Ett exempel på detta är att man säger res gärna, men gör det med 
insikt och omsorg. Ett annat exempel är att ensamheten ökar och att det nu växer fram en känsla, 
och innovativa idéer, kring hur vi bättre kan ta hand om våra äldre. Under pandemin har det även 
framkommit i analyser att den innovativa förmågan minskat, vilket Kairos Future kopplar till att 
människor inte har kunnat mötas på olika sätt och vara kreativa ihop på länge.  
 
 

2.2 Åredalen 2022 

Turismnäringen växer och hela Åredalen präglas av turism och reseanledningarna skidåkning, cykling 
och vandring. Vidare har bygden en stark entreprenörskultur med många småföretagare. 
Lokalproducerad och hållbar matproduktion är en stolthet. Åredalen har sedan 2015 präglats av stort 
engagemang för integration. Kommunen växer och inflyttningen är stark. Åredalens folkhögskola är 
en relativt stor arbetsgivare i dalgången, vilket genljuder i hela lokalsamhället.  
 
 
2.3 Klimatet och maten  
Klimatoron är stor och speciellt hos den unga generationen. Oro som kan leda till psykisk ohälsa men 
också kraft och kamp. Klimatet står högt på den globala politikens agenda, men det går långsamt i 
förändringsprocesserna. Mathållningen och överkonsumtionen är i fokus och nu tar allt fler kreativa 
lösningar fart och den unga generationen gör sin röst hörd. Miljödidaktik är idag på agendan, där 
undervisningen måste kunna hantera och utveckla några av vår tids centrala pedagogiska ödesfrågor, 
det senmoderna samhällets natursyn, människosyn och framtidssyn.  
 
 
2.4 Natur och kultur 
Fjällbygdens natur och kultur har ett högt egenvärde och den moderna rennäringen är verksam och 
aktiv i Åredalen. Naturlandskapet är starkt präglad av djurhållning, gruvdrift, rennäring och turism. 
 
I pandemins spår syns en ökad trend kring utomhusliv. Vidare väljer allt fler svenska att resa inom 
Sverige och uppleva sitt land. Detta märks även i Åredalen där turismnäringen ökar. Åreskutan är en 
stor reseanledning, men på senare år har turismen ökat i många delar av Västjämtland. Besökarna är 
här av flera olika anledningar, men främst för skidåkning och vandring. En tydlig trend är att 
naturscenen blir mer pryl- och sportifierad. Naturens egenvärde och det kulturella landskapet 
riskerar att hamna i skymundan, men även här kan anas en förändring i intresse och fokus hos 
besökarna. Idag efterfrågas alltmer det genuina, det autentiska och det som har bärighet i historien.  
 
Friluftsstilarna i Åredalen skiftar och här kan friluftsforskaren Klas Sandells begrepp vägleda i 
förståelse. Han anger orden passiv, aktiv och dominant för att beskriva olika friluftsstilar och 
anpassningar till naturen, stilar där vi förhåller oss på olika sätt till den natur vi rör oss i. Sättet vi 
möter naturen på blir även det en tolkningsram för hur vi upplever den: passiv skådning av naturen 
(till exempel fågelskådning), aktiviteten i fokus i naturen (till exempel vandring, löpning och 
turskidåkning) eller en önskan om att dominera och göra om naturen efter egna intressen (till 
exempel genom pistade backar, inomhusklätterväggar och trailcykelbanor).  
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2.5 Religion och kyrkan 
Sverige anses vara ett av världens mest sekulariserade och individualiserade länder. Detta får 
genomslag i både kultur och samhälle. Kristendomen har dock inte enbart ersatts av rationalitet, 
vetenskapstro och ateism, utan sökandet återfinns även inom till exempel magi, spiritism och 
naturväsen. Sökandet efter mening, rötter och sammanhang är fortsatt stort. Med invandringen 
förändras det religiösa landskapet. Kristna invandrarkyrkor av olika slag tar en större plats och 
antalet muslimer ökar. Samhället blir alltmer mångkulturellt och mångreligiöst. I den situationen 
behövs respektfulla och berikande samtal om tro och livsåskådning. Idag råder en allt större 
okunskap i Sverige kring religion och det religiösa livet och språket. Media fokuserar ofta på religiösa 
grupper som förtrycker och för med sig våld, medan det talas allt mindre om de miljarder människor i 
världen som utövar tro på ett vardagligt, berikande och fredligt sätt.  
 
 
2.6 Konstens plats  
Konsten ger plats för samhällskritik, individens tolkningsram och kreativt skapande. Konsten har en 
förmåga att ta sig in i olika sammanhang och hantera ämnen som är svåra att arbeta med på andra 
sätt. Trenden är tydlig och keramisk form, träslöjd, handarbete etc. har fått ett uppsving.  
 
 
2.7 Digitalisering 
Digitaliseringen har skapat en snabb och ständigt föränderlig värld. Det som var nytt igår är nära på 
gammalt idag. Det ställer krav på användaren, men ger även möjligheter. Det går dock inte att ställa 
sig utanför digitaliseringen om man vill vara en aktör som är relevant i sin egen tid. 5G finns idag och 
inom ca fem år finns artificiell intelligens på bred front och folkbildningens genomförande kommer 
delvis att förändras genom detta. Generation Z (födda 1995–2010) tillbringar många timmar per dag 
på mobilen. Dock vill de även interagera med oss och allt vi behöver göra är att ge dem positiva skäl 
till det, skäl som förbättrar världen på något sätt! Under 2021 och pga. covid-19 ökade användandet 
stort av digitala verktyg i samband med distansjobb och -undervisning. Möten sker digitalt i allt större 
utsträckning och färre resor sker i tjänsten. 5G lanseras i större orter och under 2021 skedde 
ytterligare utveckling av arbetssätt, tjänster och undervisning. Vidare ställs nya arbetsmiljökrav på 
arbetsgivaren utifrån hemarbete vid datorn.  
 
 
2.8 Demokrati och bildning i en komplex värld 
Demokrati bygger på tolerans, mångfald, jämlikhet och nyfikenhet. I en tid av polarisering och där 
tilliten prövas blir samtalet kring demokrati och dess grunder av yttersta vikt. Demokrati har länge 
präglat vårt land, men har inte alltid varit självklar. Vi i Sverige lever idag i våra far- och morföräldrars 
dröm. Under 1800-talet och in på 1900-talet levde svensken i fattigdom, 30% av befolkningen 
emigrerade och svensken levde i ett ickedemokratiskt samhälle. Genom industri och teknologisk 
utveckling har vi idag välfärd och ett överflöd av välmående. Något som även lett till en överutnyttjad 
planet och en ohållbar situation. Vi har idag välstånd, men det har även blivit svårare att navigera i 
denna nya värld. Idag utmanas människan att vara vuxen i en komplex värld. Det svenska samhället 
byggdes av ledare som insåg att sann demokrati kommer nedifrån och upp, de ville skapa många 
aktiva medskapare till demokratin. Ett folk med stark och etablerad inre kompass, som klarar 
komplexitet och paradigm som uppstår i olika skeenden av samhällsutvecklingen. Styrka som inte 
vilar på en yttre auktoritets ord, utan på en egen inre styrka. Detta såg ledare som till exempel 
Hjalmar Branting och Ellen Kay. De ville hjälpa folket att bli självstyrande och skaffa sig en inre 
kompass och de skapade mängder av fysiska platser för bildning. Folkhögskolan är än idag en unik 
plats för växande och demokrati, genom sitt självstyrande och sin uppmuntran till att finna en inre 
kompass.  
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3. SWOT ÅREDALENS FOLKHÖGSKOLA 2022 

Här följer en enkel SWOT gällande skolans styrkor, möjligheter, svagheter och hot: 
 
3.1 Styrkor  
Vad skolan gör bra: 

• Bra söktryck till långa och korta kurser  

• Personalens kompetens, befogenheter och engagemang 

• Kravcertifierad restaurang Matsalen 

• Internaten möjliggör boende i Åredalen 

• Goda relationer med föreningar, kyrkor, kommun, arbetsförmedling, länets regionägda 
folkhögskolor och företag i Åredalen 

• Utifrån rådande pandemi ställer skolans snabbt om samt förmår finna KASAM 
 
 
3.2 Möjligheter  
Styrkor i omvärlden som kan leda till möjligheter: 

• Varumärket Åre 

• Att verka folkbildande kring kost och lokalproducerad mat 

• Bra kommunikationer och vägar via Östersund/Åre/Trondheim 

• Lättillgänglig fjällmiljö 

• Genom bildning vara en fortsatt viktig del av lokalsamhället och regionen 

• Lokal och regional marknad för dagkonferenser och uppdragsutbildningar finns 

• Utbildning är i tiden 
 

 
3.3 Svagheter  
Skolans identifierade svaga punkter: 

• Digitalisering på flera nivåer i verksamheten 

• Vissa av de tolv fastigheternas skick 

• Sidofinansering som stärker skolans ekonomi  

• Form för fungerande arbetssätt med Arbetsförmedlingen  
 
 
3.4 Hot  
Hot i omvärlden kan exponera skolans svagheter: 

• Statsbidraget täcker inte ökade omkostnader och löner 

• Pandemi med åtföljande restriktioner skapar hinder för skolformen folkhögskola att komma 
till sin rätt 
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4. VERKSAMHETSMÅL FÖR 2022 
 
Skolan har ett antal verksamhetsmål för 2022: 
 
4:1 Nöjdhet och delaktighet  

• Personal: medarbetarenkät, medarbetarsamtal, personalmöten, fortbildning, personaldagar, 
SAM, skyddskommitté, skolråd, matråd, pedagogträff, husgruppsträff, allt i enlighet med 
skolans s.k. mötesstruktur  

• Deltagare: deltagarenkät, skolråd, matråd, klassråd, skyddskommitté, intressegrupper 
 
4:2 Ekonomi 

• Årets budget och tre prognoser 

• Utökad sidofinansering genom främst dagkonferens/kost/logi/ställplats/uppdragsutbildning 

• Internrevision av statsbidragsvillkoren 
 
4:3 Fastighet och internat 

• Genomföra lagd underhållsplan och investeringsbudget för innevarande år 

• Internatboende som möter deltagarnas behov och önskemål 

• Sälj in Hyr-hela-huset för grupper på sommaren 

• Optimering av internatboende och skolans samtliga lokaler, dess syfte och funktion  
 
4:4 Digitalisering 

• All personal använder verktygen i Office 365 på bästa sätt 

• Mappstruktur i Office 365 

• Arbetstider och uppföljning i Fortnox 

• Skolan har nödvändiga och lätthanterliga digitala studieverktyg för deltagarna och personal 

• Ett digitalt årshjul som innefattar hela skolans verksamhet och avdelningar 
 

4:5 Hållbarhet, demokrati och klimat 

• Hållbarhetsplan med en arbetsgrupp som leder och utvecklar arbetet 

• Pedagogiska årsplanering med givna teman 

• Klimatsmart kök och matsal 

• Deltagarstyrda intressegrupper 

• Projektet Växthus med en arbetsgrupp som leder och utvecklar konceptet 
 
4:6 Pedagogik och undervisning 

• Måluppfyllnad på respektive kurs 

• Utökat kvalitetsarbete och deltagarinflytande 

• Bibliotek med pedagogisk funktion 

• Alla kurser har digitala verktyg som motsvarar undervisningens krav 

• Kurskompass på varje långkurs 

• Pedagogisk årsplan för Projekt Växthus 
 
4:7 Vandrarhem, hyr-hela-huset och ställplats 

• Prisvärd ställplats sommartid för husbil, testas som produkt 2022 

• Jämteborg vandrarhem, testas som produkt 2022 

• Hyr-hela-huset-koncept, med målgruppen läger, föreningar och större grupper 
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5. HANDLINGSPLAN 2022 
För att Åredalens Folkhögskola ska uppnå statens angivna syften och skolans egna mål, ska följande 
fyra utvecklingsområden kopplade till handlingsplaner vara i fokus under 2022. Handlingsplanen 
förklarar budget 2022, samt anger planerade aktiviteter för kalenderåret 2022.  
 
 
Årshjulet för 2022:  
 

 
 
 
 
 

1. Demokrati, skoldrift och omvärlden 
Statens syfte:  
Stödja verksamhet som bidrar till att stärka och utveckla demokratin 
 
Skolans mål: 
Att stimulera till kunskapssökande och engagemang i det lokala och internationella samhället 
Att all undervisning ska vara allsidig och genomföras med tolerans och respekt för oliktänkande 
 
 
 
1.1 Digitalisering 
Mål:   God kommunikation i undervisning och effektiva arbetssätt 
Sätt att uppnå mål:  Microsoft 365. Nyttja Schoolsofts olika funktioner optimalt. Digitala 

funktioner i biblioteket. Digitalt årshjul i Teams. Pedagogisk hantering. 
Datorvagn med deltagardatorer. 

Ansvariga:   Ekonom. Reception. IT. Konsult. Kursansvariga 
Tidsplan:  Helår 2022 
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1.2 Marknads- och Kommunikationsplan 
Mål:   Fokusera utifrån koncept och i enlighet 

med marknads- och 
kommunikationsplan lyfta skolan mot 
rätt målgrupper.  

Sätt att uppnå mål:  Marknads- och kommunikationsplan  
Ansvarig:   Rektor, Kommunikatör 
Tidsplan:  Helår 2022, enl. plan 
 
 
 
1.3 Ekonomi 
Mål:   Säkerställa lagd budget, stabil och noga avvägd ekonomi  
Sätt att uppnå mål:  Budget med budgetansvariga. Följa årshjulet för rapporteringar. Söka 

externa bidrag. Uppföljning arbetstid/tjänsteplanering. Affärsmodeller 
för sommaruthyrning/paket. Tre prognoser. 

Ansvarig:   Rektor, Ekonom 
Tidsplan:  Helår 2022, samt enl. årshjul för rapporteringar 
 
 
1.4 Organisation  
Mål:   Välmående och välfungerande organisation 
Sätta att uppnå mål:  Befattningsbeskrivningar. Medarbetarundersökningar. Avstämningar 

AO. Teamledarträffar. Husmöten. Pedagogträffar. HR-funktion ses över. 
Översyn av rollen biträdande rektor. Avtal. Mötesstruktur vid Åredalens 
folkhögskola.  

Ansvarig:   Rektor. Ekonom. Ledningsgruppen. Arbetsplatsombud. Kursansvariga. 
  företagshälsovård 
Tidsplan:  Helår 2022 
 
 
1.5 Hållbarhet och klimatet 
Mål:   Öka medvetenhet och kraft kring miljö- och hållbarhet 
Sätt att uppnå mål:  Upprätta en hållbarhetsplan. Deltagardrivna intressegrupper kring 

mathållning. Matsalen som lärandemiljö. Lokala matinköp. 
Arrangemang/föreläsning. Självhushållningskurser. Kreativ återvinning. 
Projekt Växthus.  

Ansvarig:   Rektor. Teamledare kök. Deltagarna. Kursansvariga. Husansvarig.
  Fastighet 
Tidsplan:  Helår 2022 
 
 
1.6 Demokrati som inre kompass 
Mål:   Ökad förståelse om och kunskap i demokrati, att skapa förutsättningar 

för en god inre kompass  
Sätt att uppnå målet: Skolråd. Klassråd. Matråd. Husmöten. Pedagogträffar. Skyddskommitté. 

Föreläsningar. Inom all undervisning. Gemensam kurstid med samtal 
och under temat demokratin och klimatet. Valbara kurser. Fortbildning 
personal. EU-ambassadör. Konstutställningar. Högtider. Struktur i 
organisationen. Biblioteket. 

Ansvarig:  Rektor. Kursansvariga. Husansvarig 
Tidsplan:  Helår 2022 
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1.7 Demokrati och jämställdhet 
Mål:  Vara en demokratisk och jämställd skola 
Sätta att uppnå målet: Inom all undervisning. Gemensam kurstid och temavecka med tema 

jämställdhet/jämlikhet. Uppföljning av diskrimineringsåtgärdsplan. 
Gästföreläsare och samtal om HBTQ-frågor, tro, forskning osv. 
Biblioteket. 

Ansvarig: Rektor. Ledningsgrupp. Kursansvariga. Husansvarig 
Tidsplan:  Helår 2022  
 
 
1.8 Förvalta fastigheter och skapa affärer 
Mål:   Ett välmående och välfungerande fastighetsbestånd som förvaltas väl 

och som ger god avkastning. 
Sätt att uppnå målet:  Underhållsplan fastigheter. Plan över skolans funktion och nyttjande av 

lokaler och internat. Värdera kapital i mark/fastigheter. Skolgården som 
mötesplats och undervisningsrum. Produkterna hyr-hela-huset samt 
sommarvandrarhem. Optimera nyttjandet av Rödbläran, Laduborg, 
gamla Björneborg och Rektorsvillan. 

Ansvariga:   Rektor. Fastighet. Husansvarig. Ekonom 
Tidsplan:  Helår 2022 enligt fastighetsplan 
 
 
1.9 Arbetsmiljö och medarbetare 
Mål:   God arbetsmiljö för personal och deltagare 
Sätt att uppnå mål:  Revidera SAM genom skyddsronder och årlig handlingsplan. Arbetsmiljö 

vid distansarbete. Uppföljning diskrimineringsåtgärdsplan. Brandskydd. 
Skyddskommitté. Revidera introduktionen för nyanställda. 
Befattningsbeskrivningar för alla tjänster. Företagshälsovården/Åre 
psykiatri. Processledning inom psykosocial arbetsmiljö. KASAM. 

Ansvarig:   Rektor. Ledningsgrupp 
Tidsplan:  Helår 2022 
 
 
1.10 Verksamhetsdelen Internat  
Mål:   En trygg skolbyggnad som möjliggör skolgång, gemenskap, 

tillgänglighet, kravcertifierad matsal och folkbildning. 
Sätt:  Borgmästare. Stödteam. Deltagarstödjare. Socialpedagogisk 

tjänstgöring. Funktionell och god boendemiljö utifrån ändamålet. Aktivt 
lyfta att internat är folkbildning. Matabonnemang. Hyresavtalet. 
Receptionen som nav. Starthelg. Skapa trygghet. 

Ansvar:  Husansvarig. Teamledare kök. Fastighet. Reception. Kurator. Stödteam 
Tid:  Hela 2022 
 
 
1:11 Tydliggöra skolans inriktningar, koncept och profil 
Mål:   Förtydliga och förfina skolans profil och inriktningar  
Sätt att uppnå mål:  Utifrån ”koncept-tårtan” skapa sk kompasser för 

samtliga kurser. Kursansvariga är medskapare. Varje 
kompass redogör för skolans och respektive linjes mål, 
strategi, ledord, vision etc. 

Ansvarig:   Rektor. Kursansvariga 
Tidsplan:  Start våren 2022 



 
  Författare: Rektor Anna Willén 21.12.10 

 

2. Samhällsutveckling och livsåskådning 
Statens syfte: 
Bidra till att göra det möjligt för en ökad mångfald att delta i samhällsutvecklingen 
 
Skolans mål: 
Att i skolverksamheten stimulera människor till bearbetning av livsfrågor 
Att i skolsamhället levandegöra kristen tro och livsåskådning 
Att erbjuda en pedagogisk miljö som stimulerar till personlig utveckling, skapande verksamhet och 
ansvarstagande  
 
 
 
2.1 Verksamhet som svarar upp mot behov i samhället 
Mål:   En aktiv, attraktiv och synlig aktör  
Sätt att uppnå mål:  Skapa strategier för samarbeten. Huvudmannafrågan. Delta i 

sammankomster med till exempel EFS, Hållandsgården, Jamtli, 
Länskonsten, Södra Årefjällen, Åre Destination, Åre kommun, 
LärCentrum, Utbildningsforum Åre, Arbetsförmedlingen, Länskulturen, 
Naturvården, samt delta på event i Åre. 

Ansvarig:   Rektor. Ledningsgrupp. Kursansvariga. Styrelsen 
Tidsplan:  Helår 2022 
 
 
2.2 Verksamhet som svarar upp mot behov hos huvudman 
Mål:   Fullfölja avtal med SALT, EFS, Krik och Johannelund 
Sätt att uppnå mål: Utveckla kortkurser, distanskurser, uppdragsutbildningar.  
Ansvarig:  Rektor. Styrelsen. Kursansvariga 
Tidsplan:  Våren 2022 
 
 
2.3 Synliggöra kristen tro och livsåskådning  
Mål:   Skapa demokratiska och toleranta mötesplatser för samtal om tro och 

livsåskådning. 
Sätt att uppnå mål: Andakter, ”Lunch-med-prästen”. Föreläsare. Själavård. Retreater. 

Sommarkurser. Krik-event. Konfirmationskurs. 
Ansvarig:  Rektor. Kursansvariga. Skolpräst. 
Tidsplan:  Helår 2022 
 
 
2.4 Kurser: Allmän kurs  
Mål:   Välfungerande allmänna kurser, samt SMF. 
Sätt att uppnå mål: Lärarna arbetar dynamiskt i självreglerande team och får därmed allmän 

kurs att växa och vara en del av sin samtid. God och etablerad kontakt 
med AF och kommunen. Revison utifrån statsbidragsvillkoren 2022. 
Omdöme. Antagningsprocess. Stödfunktioner. Digitala stödfunktioner. 
Översyn kring validering. 

Ansvarig:  Kursansvarig. Rektor. SYV. Deltagarstödjare. 
Tidsplan:  Helår 2022 
 
 
 
 



 
  Författare: Rektor Anna Willén 21.12.10 

 

2.5 Kurser: Bibel och Tro  
Mål:   Tre välfungerande kurser, där KRIK, Team och Bibel har sina tydliga 

profiler samt gemensamma kontaktytor. 
Sätt att uppnå mål: Lärare arbetar dynamiskt i självreglerande team och nära partners. 
  Fjällturer sker  tillsammans med fjällguide.  
Ansvarig:  Teamledare, Rektor. 
Tidsplan:  Helår 2022 
 
 
2.6 Uppdragsutbildningar  
Mål:  Högkvalitativa utbildningar som erbjuds till privatpersoner, föreningar 

och företag.  
Sätt att uppnå mål: Höstkurser. Kompetenskurser. Uppdragsutbildning för externa 

aktörer/beställare. Samordning och värdskap. 
Ansvarig:  Rektor. Husansvarig. Kursansvarig 
Tidsplan:  Helår 2022 
 
 
   
 

3. Bildning och kurser 
Statens syfte: 
Bidra till att utjämna utbildningsklyftor och höja bildnings- och utbildningsnivån i samhället 
 
Skolans mål: 
Att utifrån en kristen människosyn om alla människors lika värde prioritera socialt eller kulturellt 
missgynnade grupper 
Att erbjuda en pedagogisk miljö som stimulerar till personlig utveckling, skapande verksamhet och 
ansvarstagande 
Att i skolsamhället levandegöra kristen tro och livsåskådning 
 
 
 
3.1 Expansion av kursverksamheten 
Mål:   Möta behoven i samhället utifrån lokala förutsättningar, samt utifrån 

skolans fyra kursområden leda folkbildningen in i framtiden. 
Sätt att uppnå målet: Optimera varje kurs på årsbasis. Uppdragsutbildningar. Sommarkurser, 

höstkurser. Partners för kortkurser. Lärlingsutbildning. SMF. Validering. 
Ansvarig:  Rektor. Kursansvariga. SYV. Ekonom. 
Tidsplan:  Helår 2022 
 
 
3.2 Kvalitetssäkra undervisning och stöd 
Mål:   Hög kvalitet på all undervisning och stödfunktioner. 
Sätta att uppnå målet:  Uppföljning kursmål. Utvärdering kurser. Valbara kurser för hela läsåret. 

Gemensam kurstid. Korrekt lärartäthet. Hållbar tjänsteplanering. 
Stödtjänster utifrån individuella handlingsplaner. Stödteam.  

Ansvarig:   Rektor. SYV. Kursansvariga. Deltagarstödjare. Kurator. 
Tidsplan:  Helår 2022 
 
 
 



 
  Författare: Rektor Anna Willén 21.12.10 

 

3:3 Idrottshallen  
Mål:   En funktionell, pedagogisk och godkänd lärandemiljö. 
Sätt att uppnå målet: Idrottsråd. Tillämpar godkänd utrustning och klättervägg. 

Bokningssystem. Ta fram kalkyl på ny påbyggningsbar bouldervägg. 
Hyra ut hallen i lämpliga perioder till exempel under lov. Se över 
möjlighet att nyttjas av lokala föreningar. 

Ansvarig:  Rektor. Ansvarig idrottshall. Idrottsrådet. Husansvarig. 
Tidsplan:  Helår 2022 
  
 
3.4 Mat och kosthållning 
Mål:   Matsalen som mötesplats, gemenskap, hållbarhet och pedagogik. 
Sätt att uppnå målet: Lokala och säsongsanpassade råvaruinköp. Dialog med deltagarna och 

personalen genom matråd. Bildning inom mathållning. Hållbar 
köksekonomi. Produkten Hyr-hela-huset inklusive mat. Produkten 
Dagkonferenser. Samordning och värdskap. Översyn 
beläggning/matgäster över läsåret. Catering.  

Ansvarig:  Teamledare kök. Rektor. Ekonom. Husansvarig. 
Tidsplan:  Helår 2022 
 
 
3.5 Biblioteket 
Mål:  Ett rum för bildning, kunskap och fördjupning. 
Sätt att uppnå målet: Inventering böcker. Ytskiktsrenovering. Möblering. Digital miljö. 
  Arbetsgrupp. 
Ansvarig:  Husansvarig. Pedagoger. Rektor. IT. 
Tidsplan:  Hösten 2022 
 
 
 
 

4. Kultur 
Statens syfte:  
Bidra till att bredda intresset för och öka delaktigheten i kulturlivet 
 
Skolans mål: 
Att erbjuda en pedagogisk miljö som stimulerar till personlig utveckling, skapande verksamhet och 
ansvarstagande  
 
 
 
4.1 Kulturarrangemang  
Mål:   Arrangemang och föreläsningar inom skolans fyra kursområden, samt 

synlig konst på skolan. 
Sätt att uppnå målet:  Finna möjliga tider och platser/forum. Marknadsföra i god tid. Jalusier i 

galleriet. Arena för fjällkunskap, tro och konst. Valåret. 
Ansvarig:  Kursansvariga. Husansvarig. Rektor 
Tidsplan:  Helår 2022 
 
 
 
 



 
  Författare: Rektor Anna Willén 21.12.10 

 

4.2 Lokalt förankrad konstverksamhet  
Mål:   Lyfta och fördjupa lokal konst  
Sätt att uppnå målet: Anlita lokalt knuta lärare/föreläsare. Kortkurser. Utställningar. 

Samarbeten. Relevant och efterfrågat utbud. Nätverkande. 
Ansvarig:  Kursansvarig. Rektor. 
Tidsplan:  Helår 2022 
 
 
4.3 Kurser: Friluftsliv – Natur, människa och bygd 
Mål:   Skolans friluftsutbildningar har tydlig rot och profil inom natur, 

människa och kultur/bygd. 
Sätt att uppnå målet: Lärarna verkar i team och nyttjar varandras kompetenser och lokala 

nätverk. God förankring i lokalsamhället och nationellt. Flera 
samarbetspartners inom friluftsliv/naturvård/kultur/säkerhet etc. 

Ansvarig:  Kursansvariga. Rektor. 
Tidsplan:  Helår 2022 
 
 
4:4 Kurser: Konstkurser 
Mål:  Erbjuda god bildning inom konst. 
Sätt att uppnå målet: Lärare verkar dynamiskt och kreativt inom sitt team och inom olika 

konstnärsnätverk. Optimering av lokaler och ateljéer. Stödfunktioner. 
Digitala möten med Ecole. Utställningar och mässor. Nätverkande. Lokal 
förankring och påverkan.  

Ansvarig:  Kursansvariga. Rektor. 
Tidsplan:  Helår 2022 



2022 2021 2020 2019 2018 2017

Allmänn kurser 1891 1895 1976 1485,5 1526 1435

Särskilda kurser 4411 4501 4589 3566,5 3515 3639

Korta kurser 274 179 99 504 461 406

Kulturarrangemang - 2 2 24 78 78

Öppen folkbildning - - - - - 22

Summa 6576 6577 6666 5580 5580 5580

Utökade platser, allmän kurs 253 409 130 650,5 676 89

Utökade platser, särskild kurs 401 181 - 763,5 418 30

Etableringskurs / SMF 360 653 - 195 456

Svenska från dag ett          34 - - 54 - 95

Övriga - - 11 22

Summa 7264 7527 7449 7048 6880 6272

Antal deltagare              

Antal deltagare på de långa kurserna följer nedan. Det är ett sammandrag och avser respektive hösttermin.

Kursnamnet är det som gäller hösten 2022. Jämförelsen mot tidigare år avser motsvarande kurs

22/23 21/22 20/21 19/ 20 18/19 17/18

Allmänna kurser                   

Allmän kurs 54 45 52 57 39 28

Allmän kurs - Yrkesturism - 10 10 - - -

Textil form - - - - - 6

Fjäll o friluftsliv 4 2 4 6 8 -

Allmän kurs SFI - - - - 39 -

Konst - - - - - 2

Etableringskurs - - - - 7 17

Summa 58 66 63 93 53

Särskilda kurser

Fjäll o friluftsliv 28 32 22 21 15 26

Fjäll o friluftsliv - Påbyggnad - 2 3 - - -

Fjällguide 8 8 8 10 17 12

KRIK - linjen 20 20 20 20 16 16

Internationella - - - - 7 6

Bibellinjen 19 20 18 18 14 13

Pastoralteologisk kurs 9 5 15 6 14 11

Teamlinjen 8 11 10 7 9 8

Konst o språk i Frankrike 18 19 17 18 16 16

Konst grund och fördjupning - 21 25 23 18 16

Summa 110 138 138 123 126 124

Distanskurser                       

Fjälledarnorm Komplettering - 4 3 11 8 -

Karibu Tanzania - - - - - 7

Indien - - - - 19 -

Samtidskonst - 5 - 10 13 7

Swahili - - - - - 10

Summa 0 9 3 21 40 24

Deltagarveckor
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      20.224.225.240
      
        
      
    		
      
        The initiator Blikk e-Signatur (Be) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-05-06 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (frida@aredalensfhsk.se) to Frida Grip (FG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (lindawestberg@aredalensfhsk.se) to Linda Westberg (LW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (bjornsandal@aredalensfhsk.se) to Björn Sandal (BS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (annalindmark@aredalensfhsk.se) to Anna Lindmark (AL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (erikp@aredalensfhsk.se) to Erik Persson (EP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (mattias.jaktlund@aredalensfhsk.se) to Mattias Jaktlund (MJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (andersnordvall@aredalensfhsk.se) to Anders Nordvall (AN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-06 09:41:13.123241 UTC ±164 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (karlerik@aredalensfhsk.se) to Karl-Erik Lundin (KL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-06 09:41:20.369151 UTC ±165 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Frida Grip (FG) was delivered.
      

    

		2023-04-06 09:41:20.384134 UTC ±165 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Linda Westberg (LW) was delivered.
      

    

		2023-04-06 09:41:20.400045 UTC ±165 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Björn Sandal (BS) was delivered.
      

    

		2023-04-06 09:41:20.416257 UTC ±165 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Lindmark (AL) was delivered.
      

    

		2023-04-06 09:41:20.440294 UTC ±165 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Persson (EP) was delivered.
      

    

		2023-04-06 09:41:20.460064 UTC ±165 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mattias Jaktlund (MJ) was delivered.
      

    

		2023-04-06 09:41:20.480048 UTC ±165 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Nordvall (AN) was delivered.
      

    

		2023-04-06 09:41:20.495543 UTC ±165 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karl-Erik Lundin (KL) was delivered.
      

    

		2023-04-06 09:44:13.391715 UTC ±174 ms		2023-04-06 08:56:12.859969 UTC		
      81.170.211.29
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0
      
    		
      
        The party Frida Grip (FG) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-06 09:45:35.221539 UTC ±178 ms		2023-04-06 08:56:12.859969 UTC		
      81.170.211.29
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0
      
    		
      
        The signatory Frida Grip (FG) changed the text in the text field “ID number” from 
  blank
 to 
  “198610241443”
.  
      

    

		2023-04-06 09:46:06.281114 UTC ±180 ms		2023-04-06 08:56:12.859969 UTC		
      81.170.211.29
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0
      
    		
      
        The document was signed by Frida Grip (FG) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: Maj Frida Helena Grip
  
ID number: 
  198610241443

  
IP: 90.233.201.163















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-06 09:49:41.891919 UTC ±191 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to andersnordvall@aredalensfhsk.se was opened.
      

    

		2023-04-06 09:50:47.472581 UTC ±194 ms		2023-04-06 08:56:12.859969 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erikp@aredalensfhsk.se was opened.
      

    

		2023-04-06 10:45:57.937187 UTC ±37 ms		2023-04-06 09:56:14.906976 UTC		
      185.224.57.161
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The party Erik Persson (EP) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-06 10:47:01.248393 UTC ±37 ms		2023-04-06 09:56:14.906976 UTC		
      185.224.57.161
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Erik Persson (EP) changed the text in the text field “ID number” from 
  blank
 to 
  “7201297616”
.  
      

    

		2023-04-06 10:47:42.175043 UTC ±38 ms		2023-04-06 09:56:14.906976 UTC		
      185.224.57.161
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The document was signed by Erik Persson (EP) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: ERIK PERSSON
  
ID number: 
  197201297616

  
IP: 185.224.57.161















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-06 10:48:38.345514 UTC ±39 ms		2023-04-06 09:56:14.906976 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erikp@aredalensfhsk.se was opened.
      

    

		2023-04-06 12:00:37.053261 UTC ±4 ms		2023-04-06 11:56:18.402385 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to karlerik@aredalensfhsk.se was opened.
      

    

		2023-04-06 12:00:49.840031 UTC ±4 ms		2023-04-06 11:56:18.402385 UTC		
      213.67.53.106
      
        Mozilla/5.0 (Linux; Android 10; VOG-L29) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The party Karl-Erik Lundin (KL) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-06 12:01:55.589441 UTC ±5 ms		2023-04-06 11:56:18.402385 UTC		
      213.67.53.106
      
        Mozilla/5.0 (Linux; Android 10; VOG-L29) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The signatory Karl-Erik Lundin (KL) changed the text in the text field “ID number” from 
  blank
 to 
  “195101247954”
.  
      

    

		2023-04-06 12:02:06.702571 UTC ±6 ms		2023-04-06 11:56:18.402385 UTC		
      213.67.53.106
      
        Mozilla/5.0 (Linux; Android 10; VOG-L29) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The document was signed by Karl-Erik Lundin (KL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: KARL-ERIK LUNDIN
  
ID number: 
  195101247954

  
IP: 213.67.53.106















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-06 13:05:37.477485 UTC ±33 ms		2023-04-06 12:56:20.402031 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to karlerik@aredalensfhsk.se was opened.
      

    

		2023-04-06 13:34:05.917408 UTC ±116 ms		2023-04-06 12:56:20.402031 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to mattias.jaktlund@aredalensfhsk.se was opened.
      

    

		2023-04-06 13:34:09.410861 UTC ±116 ms		2023-04-06 12:56:20.402031 UTC		
      81.224.99.198
      
        Mozilla/5.0 (Linux; Android 12; SM-A125F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The party Mattias Jaktlund (MJ) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-06 13:37:30.212656 UTC ±126 ms		2023-04-06 12:56:20.402031 UTC		
      81.224.99.198
      
        Mozilla/5.0 (Linux; Android 12; SM-A125F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The signatory Mattias Jaktlund (MJ) changed the text in the text field “ID number” from 
  blank
 to 
  “197505066634”
.  
      

    

		2023-04-06 13:37:45.880108 UTC ±127 ms		2023-04-06 12:56:20.402031 UTC		
      81.224.99.198
      
        Mozilla/5.0 (Linux; Android 12; SM-A125F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The document was signed by Mattias Jaktlund (MJ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: MATTIAS JAKTLUND
  
ID number: 
  197505066634

  
IP: 81.224.99.198















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-07 14:53:27.987603 UTC ±32 ms		2023-04-07 13:57:28.533543 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to andersnordvall@aredalensfhsk.se was opened.
      

    

		2023-04-07 21:15:28.84283 UTC ±70 ms		2023-04-07 20:57:49.999449 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to annalindmark@aredalensfhsk.se was opened.
      

    

		2023-04-07 21:15:36.260141 UTC ±70 ms		2023-04-07 20:57:49.999449 UTC		
      83.255.155.3
      
        Mozilla/5.0 (Linux; Android 11; SM-A405FN) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The party Anna Lindmark (AL) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-07 21:19:40.060215 UTC ±86 ms		2023-04-07 20:57:49.999449 UTC		
      83.255.155.3
      
        Mozilla/5.0 (Linux; Android 11; SM-A405FN) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The signatory Anna Lindmark (AL) changed the text in the text field “ID number” from 
  blank
 to 
  “197401207845”
.  
      

    

		2023-04-07 21:19:51.567372 UTC ±87 ms		2023-04-07 20:57:49.999449 UTC		
      83.255.155.3
      
        Mozilla/5.0 (Linux; Android 11; SM-A405FN) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Mobile Safari/537.36
      
    		
      
        The document was signed by Anna Lindmark (AL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: Anna Viktoria Lindmark
  
ID number: 
  197401207845

  
IP: 83.255.155.3















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-10 20:34:06.75076 UTC ±34 ms		2023-04-10 20:00:53.87316 UTC		
      217.208.4.157
      
        Mozilla/5.0 (Linux; Android 10; SM-G960F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36
      
    		
      
        The party Linda Westberg (LW) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-10 20:35:56.663249 UTC ±36 ms		2023-04-10 20:00:53.87316 UTC		
      217.208.4.157
      
        Mozilla/5.0 (Linux; Android 10; SM-G960F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36
      
    		
      
        The signatory Linda Westberg (LW) changed the text in the text field “ID number” from 
  blank
 to 
  “7405288221”
.  
      

    

		2023-04-10 20:36:08.600626 UTC ±36 ms		2023-04-10 20:00:53.87316 UTC		
      217.208.4.157
      
        Mozilla/5.0 (Linux; Android 10; SM-G960F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36
      
    		
      
        The document was signed by Linda Westberg (LW) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: Linda Maria Vestberg
  
ID number: 
  197405288221

  
IP: 217.208.4.157















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-11 05:42:10.468786 UTC ±42 ms		2023-04-11 05:01:16.623704 UTC		
      20.224.225.240
      
        
      
    		
      
        Scrive eSign sent a reminder to sign via email to Björn Sandal (BS) at the request of the user Blikk e-Signatur (Be).
      

    

		2023-04-11 05:42:10.468786 UTC ±42 ms		2023-04-11 05:01:16.623704 UTC		
      20.224.225.240
      
        
      
    		
      
        Scrive eSign sent a reminder to sign via email to Anders Nordvall (AN) at the request of the user Blikk e-Signatur (Be).
      

    

		2023-04-11 05:42:14.741146 UTC ±42 ms		2023-04-11 05:01:16.623704 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Björn Sandal (BS) was delivered.
      

    

		2023-04-11 05:42:14.767306 UTC ±42 ms		2023-04-11 05:01:16.623704 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Nordvall (AN) was delivered.
      

    

		2023-04-11 12:37:45.948328 UTC ±37 ms		2023-04-11 12:01:28.817817 UTC		
      195.67.168.9
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34
      
    		
      
        The party Anders Nordvall (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-11 12:37:47.438033 UTC ±37 ms		2023-04-11 12:01:28.817817 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to andersnordvall@aredalensfhsk.se was opened.
      

    

		2023-04-11 12:38:40.674525 UTC ±38 ms		2023-04-11 12:01:28.817817 UTC		
      217.213.115.238
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The party Anders Nordvall (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-11 12:39:33.043224 UTC ±39 ms		2023-04-11 12:01:28.817817 UTC		
      217.213.115.238
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The party Anders Nordvall (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-11 16:16:57.780213 UTC ±14 ms		2023-04-11 16:01:37.675126 UTC		
      83.255.159.85
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The party Anders Nordvall (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-11 16:17:31.71356 UTC ±14 ms		2023-04-11 16:01:37.675126 UTC		
      83.255.159.85
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The party Anders Nordvall (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-11 16:18:24.603068 UTC ±15 ms		2023-04-11 16:01:37.675126 UTC		
      83.255.159.85
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Anders Nordvall (AN) changed the text in the text field “ID number” from 
  blank
 to 
  “198105078219”
.  
      

    

		2023-04-11 16:20:31.730376 UTC ±17 ms		2023-04-11 16:01:37.675126 UTC		
      83.255.159.85
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
      
    		
      
        The document was signed by Anders Nordvall (AN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: ANDERS NORDVALL
  
ID number: 
  198105078219

  
IP: 83.255.159.85















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-12 05:40:27.083935 UTC ±39 ms		2023-04-12 05:02:11.960698 UTC		
      20.224.225.240
      
        
      
    		
      
        Scrive eSign sent a reminder to sign via email to Björn Sandal (BS) at the request of the user Blikk e-Signatur (Be).
      

    

		2023-04-12 05:40:32.355103 UTC ±39 ms		2023-04-12 05:02:11.960698 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Björn Sandal (BS) was delivered.
      

    

		2023-04-13 10:05:51.19976 UTC ±3 ms		2023-04-13 10:03:18.512412 UTC		
      20.224.225.240
      
        
      
    		
      
        Scrive eSign sent a reminder to sign via email to Björn Sandal (BS) at the request of the user Blikk e-Signatur (Be).
      

    

		2023-04-13 10:05:59.724849 UTC ±3 ms		2023-04-13 10:03:18.512412 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Björn Sandal (BS) was delivered.
      

    

		2023-04-14 17:07:08.167945 UTC ±9 ms		2023-04-14 17:04:37.395748 UTC		
      217.209.144.123
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39
      
    		
      
        The party Björn Sandal (BS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-14 17:19:53.650271 UTC ±54 ms		2023-04-14 17:04:37.395748 UTC		
      217.209.144.123
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39
      
    		
      
        The signatory Björn Sandal (BS) changed the text in the text field “ID number” from 
  blank
 to 
  “195809151433”
.  
      

    

		2023-04-14 17:20:10.375765 UTC ±55 ms		2023-04-14 17:04:37.395748 UTC		
      217.209.144.123
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39
      
    		
      
        The document was signed by Björn Sandal (BS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: Björn Ove Sandal
  
ID number: 
  195809151433

  
IP: 217.209.144.123















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-14 17:20:10.375765 UTC ±55 ms		2023-04-14 17:04:37.395748 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (mattias.eriksson@atrakta.se) to Mattias Eriksson (ME). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2023-04-14 17:20:16.138799 UTC ±56 ms		2023-04-14 17:04:37.395748 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mattias Eriksson (ME) was delivered.
      

    

		2023-04-14 19:53:23.422736 UTC ±192 ms		2023-04-14 19:04:43.379828 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to mattias.eriksson@atrakta.se was opened.
      

    

		2023-04-17 05:51:31.463967 UTC ±35 ms		2023-04-17 04:52:27.835248 UTC		
      185.152.176.116
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39
      
    		
      
        The party Mattias Eriksson (ME) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-04-17 05:52:49.322366 UTC ±2 ms		2023-04-17 05:52:30.908944 UTC		
      185.152.176.116
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39
      
    		
      
        The document was signed by Mattias Eriksson (ME) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIsOFcnNyZWRvdmlzbmluZyAyMDIyIEbDtnJlbmluZ2VuIMOFcmVkYWxlbnMgRm9sa2jDtmdza29sYSIgbWVkIHRyYW5zYWt0aW9uc251bW1lciA5MjIyMTE1NTU3NDkwNDQ5MTEzLg==







Data returned from 
  the BankID network
:
  
Name: MATTIAS ERIKSSON
  
ID number: 
  197102058216

  
IP: 78.77.210.60















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-04-17 05:52:49.322366 UTC ±2 ms		2023-04-17 05:52:30.908944 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let 

 be a set of the clock error samples (in seconds). Let 

, 

.

		Let 

 be the random variable representing the clock error with parameters estimated using data set 

.

		Let 

, 

 be the the empirical distribution function.

		Let 

 be the size of discretized value space, 

. Let 

 be the discretized value space, 

 be the set of data points representing empirical distribution function, 

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in 

 and 

 to assess the accuracy of the estimation.

		

 is the estimated probability that the clock error is smaller than 

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.22 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈96.002%

		|e| < 5 ms: ≈99.996%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-03-06 13:26:50.882222 UTC and 2023-04-17 05:52:30.908944 UTC:

		Time collected		Clock offset

		2023-03-06 13:26:50.882222		-0.8 ms

		2023-03-06 14:26:52.611177		-0.8 ms

		2023-03-06 15:26:55.545564		1.4 ms

		2023-03-06 16:26:58.048601		1.5 ms

		2023-03-06 17:27:00.925275		1.8 ms

		2023-03-06 18:27:03.309881		1.3 ms

		2023-03-06 19:27:05.128839		0.2 ms

		2023-03-06 20:27:06.797569		-2.2 ms

		2023-03-06 21:27:08.941173		-0.2 ms

		2023-03-06 22:27:11.334366		-0.3 ms

		2023-03-06 23:27:14.495653		0.3 ms

		2023-03-07 00:27:17.802797		0.3 ms

		2023-03-07 01:27:21.493769		-2.1 ms

		2023-03-07 02:27:24.627443		0.3 ms

		2023-03-07 03:27:26.644531		0.0 ms

		2023-03-07 04:27:30.846372		-0.8 ms

		2023-03-07 05:27:34.639219		-1.4 ms

		2023-03-07 06:27:38.18606		-0.5 ms

		2023-03-07 07:27:40.96426		-0.4 ms

		2023-03-07 08:27:42.878391		3.8 ms

		2023-03-07 09:27:44.330714		4.9 ms

		2023-03-07 10:27:46.73989		0.2 ms

		2023-03-07 11:27:48.244008		0.8 ms

		2023-03-07 12:27:49.701291		0.3 ms

		2023-03-07 13:27:51.337523		1.5 ms

		2023-03-07 14:27:52.815461		1.2 ms

		2023-03-07 15:27:54.80161		0.7 ms

		2023-03-07 16:27:57.270958		0.2 ms

		2023-03-07 17:27:58.949662		-1.2 ms

		2023-03-07 18:28:00.501573		-0.2 ms

		2023-03-07 19:28:01.958048		-0.5 ms

		2023-03-07 20:28:03.769881		-1.6 ms

		2023-03-07 21:28:05.368783		0.2 ms

		2023-03-07 22:28:07.375477		-1.5 ms

		2023-03-07 23:28:10.448061		-0.4 ms

		2023-03-08 00:28:13.793255		-0.4 ms

		2023-03-08 01:28:17.05154		-1.3 ms

		2023-03-08 02:28:19.747103		-0.1 ms

		2023-03-08 03:28:22.390983		0.8 ms

		2023-03-08 04:28:25.684283		-0.1 ms

		2023-03-08 05:28:28.917991		-0.6 ms

		2023-03-08 06:28:30.894224		0.4 ms

		2023-03-08 07:28:33.015358		0.3 ms

		2023-03-08 08:28:34.613833		0.8 ms

		2023-03-08 09:28:36.160179		1.7 ms

		2023-03-08 10:28:38.294966		2.3 ms

		2023-03-08 11:28:40.801823		-0.7 ms

		2023-03-08 12:28:42.691892		-0.1 ms

		2023-03-08 13:28:44.062755		-0.6 ms

		2023-03-08 14:28:45.54328		-0.6 ms

		2023-03-08 15:28:47.73293		-0.5 ms

		2023-03-08 16:28:50.4005		-0.2 ms

		2023-03-08 17:28:52.852019		-0.8 ms

		2023-03-08 18:28:54.655369		-3.1 ms

		2023-03-08 19:28:56.142086		0.4 ms

		2023-03-08 20:28:58.080201		-1.7 ms

		2023-03-08 21:28:59.725689		0.3 ms

		2023-03-08 22:29:02.287371		0.2 ms

		2023-03-08 23:29:05.328443		0.0 ms

		2023-03-09 00:29:06.961242		-0.3 ms

		2023-03-09 01:29:10.037239		0.8 ms

		2023-03-09 02:29:13.192165		0.4 ms

		2023-03-09 03:29:16.746581		-1.3 ms

		2023-03-09 04:29:20.349888		-2.3 ms

		2023-03-09 05:29:23.281761		0.2 ms

		2023-03-09 06:29:25.567215		1.0 ms

		2023-03-09 07:29:28.62074		1.3 ms

		2023-03-09 08:29:30.409018		3.4 ms

		2023-03-09 09:29:32.080717		1.0 ms

		2023-03-09 10:29:33.853354		-0.5 ms

		2023-03-09 11:29:35.406512		0.8 ms

		2023-03-09 12:29:37.462163		0.2 ms

		2023-03-09 13:29:39.209046		1.2 ms

		2023-03-09 14:29:42.089772		0.2 ms

		2023-03-09 15:29:43.798985		6.6 ms

		2023-03-09 16:29:45.775562		-0.4 ms

		2023-03-09 17:29:47.158967		0.5 ms

		2023-03-09 18:29:50.109208		-0.3 ms

		2023-03-09 19:29:54.036626		-0.4 ms

		2023-03-09 20:29:57.145352		-1.0 ms

		2023-03-09 21:29:58.652382		0.4 ms

		2023-03-09 22:30:00.562346		0.0 ms

		2023-03-09 23:30:02.538893		0.7 ms

		2023-03-10 00:30:05.352702		0.6 ms

		2023-03-10 01:30:09.508147		-0.3 ms

		2023-03-10 02:30:13.253694		-0.3 ms

		2023-03-10 03:30:16.618192		1.2 ms

		2023-03-10 04:30:19.695492		0.1 ms

		2023-03-10 05:30:21.873372		-1.2 ms

		2023-03-10 06:30:23.623369		-1.2 ms

		2023-03-10 07:30:27.179958		-1.3 ms

		2023-03-10 08:30:29.176382		-1.7 ms

		2023-03-10 09:30:30.793517		0.4 ms

		2023-03-10 10:30:32.548451		0.5 ms

		2023-03-10 11:30:34.062448		0.1 ms

		2023-03-10 12:30:36.133703		-0.5 ms

		2023-03-10 13:30:38.030495		-0.3 ms

		2023-03-10 14:30:39.572621		0.0 ms

		2023-03-10 15:30:41.236064		-0.9 ms

		2023-03-10 16:30:42.918295		1.7 ms

		2023-03-10 17:30:44.528799		0.0 ms

		2023-03-10 18:30:46.404838		0.0 ms

		2023-03-10 19:30:48.521631		0.6 ms

		2023-03-10 20:30:50.439301		-2.5 ms

		2023-03-10 21:30:52.135592		-0.2 ms

		2023-03-10 22:30:53.853081		-0.2 ms

		2023-03-10 23:30:55.314594		1.0 ms

		2023-03-11 00:30:59.574519		1.2 ms

		2023-03-11 01:31:02.545612		0.6 ms

		2023-03-11 02:31:04.606225		1.3 ms

		2023-03-11 03:31:07.346824		1.2 ms

		2023-03-11 04:31:08.92585		1.4 ms

		2023-03-11 05:31:11.50997		0.7 ms

		2023-03-11 06:31:12.93615		-0.3 ms

		2023-03-11 07:31:14.700237		-1.0 ms

		2023-03-11 08:31:16.732621		0.5 ms

		2023-03-11 09:31:18.451589		0.9 ms

		2023-03-11 10:31:20.755093		0.7 ms

		2023-03-11 11:31:22.79201		-0.5 ms

		2023-03-11 12:31:24.448559		1.0 ms

		2023-03-11 13:31:26.057161		0.3 ms

		2023-03-11 14:31:27.691152		1.6 ms

		2023-03-11 15:31:31.044373		1.9 ms

		2023-03-11 16:31:33.838595		0.8 ms

		2023-03-11 17:31:36.488727		0.6 ms

		2023-03-11 18:31:38.67638		0.8 ms

		2023-03-11 19:31:40.209079		-0.2 ms

		2023-03-11 20:31:42.011744		-1.6 ms

		2023-03-11 21:31:43.31933		-2.0 ms

		2023-03-11 22:31:46.360137		0.3 ms

		2023-03-11 23:31:49.929713		0.1 ms

		2023-03-12 00:31:53.450758		1.0 ms

		2023-03-12 01:31:55.301963		-0.6 ms

		2023-03-12 02:31:57.465356		0.2 ms

		2023-03-12 03:31:59.585108		0.4 ms

		2023-03-12 04:32:02.913537		0.3 ms

		2023-03-12 05:32:06.568718		-0.1 ms

		2023-03-12 06:32:09.009156		0.5 ms

		2023-03-12 07:32:10.581315		-0.6 ms

		2023-03-12 08:32:12.654255		0.2 ms

		2023-03-12 09:32:14.410569		0.3 ms

		2023-03-12 10:32:16.27086		0.0 ms

		2023-03-12 11:32:18.025019		-0.9 ms

		2023-03-12 12:32:20.14497		-0.5 ms

		2023-03-12 13:32:21.636797		-0.4 ms

		2023-03-12 14:32:23.229463		-0.5 ms

		2023-03-12 15:32:26.827006		0.1 ms

		2023-03-12 16:32:28.923981		1.1 ms

		2023-03-12 17:32:30.681905		0.1 ms

		2023-03-12 18:32:33.857668		-0.2 ms

		2023-03-12 19:32:36.768222		0.3 ms

		2023-03-12 20:32:38.562681		0.6 ms

		2023-03-12 21:32:40.192764		1.0 ms

		2023-03-12 22:32:41.768105		0.7 ms

		2023-03-12 23:32:44.588521		0.5 ms

		2023-03-13 00:32:48.051488		1.1 ms

		2023-03-13 01:32:49.77566		0.5 ms

		2023-03-13 02:32:53.148862		0.4 ms

		2023-03-13 03:32:57.110835		-0.4 ms

		2023-03-13 04:33:00.157467		-0.5 ms

		2023-03-13 05:33:03.13535		-0.8 ms

		2023-03-13 06:33:04.639577		-1.0 ms

		2023-03-13 07:33:06.531287		-0.4 ms

		2023-03-13 08:33:08.279845		0.6 ms

		2023-03-13 09:33:09.755524		-0.2 ms

		2023-03-13 10:33:11.64981		-0.7 ms

		2023-03-13 11:33:13.303806		-0.8 ms

		2023-03-13 12:33:15.279973		0.6 ms

		2023-03-13 13:33:17.637763		1.0 ms

		2023-03-13 14:33:19.058626		0.1 ms

		2023-03-13 15:33:20.488492		0.3 ms

		2023-03-13 16:33:21.846725		6.3 ms

		2023-03-13 17:33:23.429124		-1.2 ms

		2023-03-13 18:33:24.858808		-1.6 ms

		2023-03-13 19:33:26.374421		-0.2 ms

		2023-03-13 20:33:27.784622		-2.7 ms

		2023-03-13 21:33:29.716683		-3.7 ms

		2023-03-13 22:33:31.760427		-1.9 ms

		2023-03-13 23:33:33.226466		0.1 ms

		2023-03-14 00:33:37.13904		2.1 ms

		2023-03-14 01:33:39.779506		0.0 ms

		2023-03-14 02:33:43.073657		0.7 ms

		2023-03-14 03:33:44.542736		-0.8 ms

		2023-03-14 04:33:46.325205		-0.7 ms

		2023-03-14 05:33:48.293728		-1.2 ms

		2023-03-14 06:33:51.647923		-0.2 ms

		2023-03-14 07:33:54.207871		0.3 ms

		2023-03-14 08:33:56.087352		1.3 ms

		2023-03-14 09:33:57.671563		1.7 ms

		2023-03-14 10:33:59.505716		0.8 ms

		2023-03-14 11:34:01.061214		0.5 ms

		2023-03-14 12:34:02.939075		-0.5 ms

		2023-03-14 13:34:05.031468		1.4 ms

		2023-03-14 14:34:06.411074		1.0 ms

		2023-03-14 15:34:08.062214		-0.3 ms

		2023-03-14 16:34:09.535471		1.1 ms

		2023-03-14 17:34:11.099123		0.2 ms

		2023-03-14 18:34:13.236026		-2.0 ms

		2023-03-14 19:34:14.939832		-2.0 ms

		2023-03-14 20:34:16.985858		-2.0 ms

		2023-03-14 21:34:18.648376		-10.7 ms

		2023-03-14 22:34:21.191795		0.0 ms

		2023-03-14 23:34:23.638139		-0.3 ms

		2023-03-15 00:34:26.059317		6.3 ms

		2023-03-15 01:34:29.973038		-1.7 ms

		2023-03-15 02:34:32.340258		-1.2 ms

		2023-03-15 03:34:34.855826		-4.7 ms

		2023-03-15 04:34:38.062032		-0.4 ms

		2023-03-15 05:34:39.490644		1.5 ms

		2023-03-15 06:34:41.483312		-0.2 ms

		2023-03-15 07:34:43.080286		-0.6 ms

		2023-03-15 08:34:44.932344		0.1 ms

		2023-03-15 09:34:46.48315		0.5 ms

		2023-03-15 10:34:48.46251		-1.2 ms

		2023-03-15 11:34:50.367096		-0.1 ms

		2023-03-15 12:34:52.054512		1.0 ms

		2023-03-15 13:34:53.45697		1.4 ms

		2023-03-15 14:34:55.32737		1.9 ms

		2023-03-15 15:34:56.792839		2.8 ms

		2023-03-15 16:34:58.182958		0.0 ms

		2023-03-15 17:35:00.433101		-0.2 ms

		2023-03-15 18:35:03.70516		0.3 ms

		2023-03-15 19:35:06.319028		-0.1 ms

		2023-03-15 20:35:08.651641		0.3 ms

		2023-03-15 21:35:11.491192		-0.6 ms

		2023-03-15 22:35:14.37758		0.8 ms

		2023-03-15 23:35:16.770983		1.2 ms

		2023-03-16 00:35:19.772141		0.3 ms

		2023-03-16 01:35:21.243832		-2.4 ms

		2023-03-16 02:35:24.608108		0.8 ms

		2023-03-16 03:35:28.269698		1.7 ms

		2023-03-16 04:35:31.318055		1.8 ms

		2023-03-16 05:35:34.726895		1.5 ms

		2023-03-16 06:35:37.863735		0.7 ms

		2023-03-16 07:35:40.973156		-0.2 ms

		2023-03-16 08:35:42.417899		0.6 ms

		2023-03-16 09:35:44.950064		-0.9 ms

		2023-03-16 10:35:46.649845		-0.9 ms

		2023-03-16 11:35:49.551257		-0.9 ms

		2023-03-16 12:35:51.195284		0.2 ms

		2023-03-16 13:35:53.075406		0.2 ms

		2023-03-16 14:35:54.570009		0.7 ms

		2023-03-16 15:35:56.964404		1.8 ms

		2023-03-16 16:35:59.267123		1.9 ms

		2023-03-16 17:36:03.282878		0.3 ms

		2023-03-16 18:36:06.628692		-0.1 ms

		2023-03-16 19:36:08.360183		-1.4 ms

		2023-03-16 20:36:11.543489		-1.9 ms

		2023-03-16 21:36:14.813136		-1.1 ms

		2023-03-16 22:36:18.098626		-2.2 ms

		2023-03-16 23:36:21.168905		-1.0 ms

		2023-03-17 00:36:24.357439		-1.5 ms

		2023-03-17 01:36:27.019806		0.6 ms

		2023-03-17 02:36:29.33902		-0.9 ms

		2023-03-17 03:36:32.421213		-0.2 ms

		2023-03-17 04:36:34.905312		-0.2 ms

		2023-03-17 05:36:36.599162		-0.3 ms

		2023-03-17 06:36:39.886263		1.1 ms

		2023-03-17 07:36:43.312505		-0.2 ms

		2023-03-17 08:36:46.727536		-0.3 ms

		2023-03-17 09:36:48.499181		1.4 ms

		2023-03-17 10:36:51.639079		0.2 ms

		2023-03-17 11:36:54.947638		0.4 ms

		2023-03-17 12:36:56.550715		-1.2 ms

		2023-03-17 13:36:59.342851		0.4 ms

		2023-03-17 14:37:00.75155		0.9 ms

		2023-03-17 15:37:02.94352		1.1 ms

		2023-03-17 16:37:08.278832		0.7 ms

		2023-03-17 17:37:11.322082		-0.9 ms

		2023-03-17 18:37:13.744484		0.5 ms

		2023-03-17 19:37:16.749154		-1.0 ms

		2023-03-17 20:37:20.055089		-0.6 ms

		2023-03-17 21:37:23.413092		0.1 ms

		2023-03-17 22:37:26.093764		-0.1 ms

		2023-03-17 23:37:27.835172		-0.2 ms

		2023-03-18 00:37:31.786128		0.2 ms

		2023-03-18 01:37:35.019048		0.4 ms

		2023-03-18 02:37:38.445872		-0.3 ms

		2023-03-18 03:37:41.871257		-0.6 ms

		2023-03-18 04:37:43.629954		-0.1 ms

		2023-03-18 05:37:45.310035		0.0 ms

		2023-03-18 06:37:48.286446		-0.4 ms

		2023-03-18 07:37:50.23598		0.6 ms

		2023-03-18 08:37:52.287732		-0.2 ms

		2023-03-18 09:37:53.996846		0.9 ms

		2023-03-18 10:37:55.52121		0.2 ms

		2023-03-18 11:37:57.085829		3.2 ms

		2023-03-18 12:37:59.106548		3.3 ms

		2023-03-18 13:38:00.890741		1.3 ms

		2023-03-18 14:38:03.45151		-0.8 ms

		2023-03-18 15:38:06.29288		5.0 ms

		2023-03-18 16:38:09.007454		0.9 ms

		2023-03-18 17:38:12.728067		-2.9 ms

		2023-03-18 18:38:15.336597		-1.0 ms

		2023-03-18 19:38:18.415119		-0.7 ms

		2023-03-18 20:38:21.371929		0.9 ms

		2023-03-18 21:38:24.833187		1.0 ms

		2023-03-18 22:38:27.854024		-5.4 ms

		2023-03-18 23:38:30.967955		-3.6 ms

		2023-03-19 00:38:33.408511		-0.3 ms

		2023-03-19 01:38:37.069139		0.5 ms

		2023-03-19 02:38:40.750757		-1.2 ms

		2023-03-19 03:38:44.220766		-0.2 ms

		2023-03-19 04:38:47.619627		1.4 ms

		2023-03-19 05:38:50.712986		1.2 ms

		2023-03-19 06:38:52.427839		0.9 ms

		2023-03-19 07:38:54.152003		0.0 ms

		2023-03-19 08:38:55.55288		0.8 ms

		2023-03-19 09:38:56.955062		-0.2 ms

		2023-03-19 10:38:59.622768		1.3 ms

		2023-03-19 11:39:01.274294		-0.8 ms

		2023-03-19 12:39:04.417697		-0.7 ms

		2023-03-19 13:39:07.185717		0.1 ms

		2023-03-19 14:39:08.682688		-0.3 ms

		2023-03-19 15:39:10.705009		-0.9 ms

		2023-03-19 16:39:12.49715		1.3 ms

		2023-03-19 17:39:15.068357		0.1 ms

		2023-03-19 18:39:17.44664		-2.6 ms

		2023-03-19 19:39:20.509859		-0.7 ms

		2023-03-19 20:39:22.011508		0.5 ms

		2023-03-19 21:39:25.156996		0.0 ms

		2023-03-19 22:39:28.692485		0.5 ms

		2023-03-19 23:39:32.533997		0.5 ms

		2023-03-20 00:39:36.051905		0.2 ms

		2023-03-20 01:39:39.368241		0.4 ms

		2023-03-20 02:39:42.138667		0.7 ms

		2023-03-20 03:39:44.531454		0.1 ms

		2023-03-20 04:39:48.459827		0.4 ms

		2023-03-20 05:39:51.702922		-0.2 ms

		2023-03-20 06:39:54.668266		0.7 ms

		2023-03-20 07:39:56.612386		-0.5 ms

		2023-03-20 08:39:58.054901		3.6 ms

		2023-03-20 09:39:59.573528		4.6 ms

		2023-03-20 10:40:01.04912		0.7 ms

		2023-03-20 11:40:03.602802		0.7 ms

		2023-03-20 12:40:05.585469		0.0 ms

		2023-03-20 13:40:07.140133		0.9 ms

		2023-03-20 14:40:08.616528		2.1 ms

		2023-03-20 15:40:10.117709		-0.1 ms

		2023-03-20 16:40:12.05064		0.8 ms

		2023-03-20 17:40:13.523972		0.3 ms

		2023-03-20 18:40:16.769424		-2.7 ms

		2023-03-20 19:40:20.329203		-3.2 ms

		2023-03-20 20:40:23.041542		-1.9 ms

		2023-03-20 21:40:25.809805		-1.1 ms

		2023-03-20 22:40:27.974205		-0.5 ms

		2023-03-20 23:40:31.459129		-1.3 ms

		2023-03-21 00:40:33.106082		-2.0 ms

		2023-03-21 01:40:34.860736		-0.8 ms

		2023-03-21 02:40:38.069693		-0.4 ms

		2023-03-21 03:40:41.585748		-1.2 ms

		2023-03-21 04:40:43.04864		0.4 ms

		2023-03-21 05:40:44.707989		0.5 ms

		2023-03-21 06:40:46.453288		-1.5 ms

		2023-03-21 07:40:48.832641		-3.2 ms

		2023-03-21 08:40:50.349347		-3.5 ms

		2023-03-21 09:40:52.427374		-1.3 ms

		2023-03-21 10:40:54.314129		-0.9 ms

		2023-03-21 11:40:55.767504		2.2 ms

		2023-03-21 12:40:57.311285		0.4 ms

		2023-03-21 13:40:59.045505		0.7 ms

		2023-03-21 14:41:00.579201		2.1 ms

		2023-03-21 15:41:02.689863		1.6 ms

		2023-03-21 16:41:05.070682		0.3 ms

		2023-03-21 17:41:07.964443		0.6 ms

		2023-03-21 18:41:09.668579		0.0 ms

		2023-03-21 19:41:12.805891		-0.1 ms

		2023-03-21 20:41:16.116928		0.4 ms

		2023-03-21 21:41:19.298922		-0.1 ms

		2023-03-21 22:41:22.440579		0.7 ms

		2023-03-21 23:41:25.734519		0.3 ms

		2023-03-22 00:41:28.554669		0.1 ms

		2023-03-22 01:41:32.139023		-1.1 ms

		2023-03-22 02:41:35.057556		-1.2 ms

		2023-03-22 03:41:36.537187		-1.5 ms

		2023-03-22 04:41:38.787336		-1.5 ms

		2023-03-22 05:41:41.215248		-1.0 ms

		2023-03-22 06:41:43.970469		-0.2 ms

		2023-03-22 07:41:45.514499		-0.5 ms

		2023-03-22 08:41:47.658767		1.2 ms

		2023-03-22 09:41:49.277214		-0.7 ms

		2023-03-22 10:41:50.619749		0.9 ms

		2023-03-22 11:41:52.758047		-0.2 ms

		2023-03-22 12:41:54.924807		-1.2 ms

		2023-03-22 13:41:56.974542		0.1 ms

		2023-03-22 14:41:58.967587		0.7 ms

		2023-03-22 15:42:00.864802		0.2 ms

		2023-03-22 16:42:03.684653		0.1 ms

		2023-03-22 17:42:05.991471		1.3 ms

		2023-03-22 18:42:09.644413		-0.2 ms

		2023-03-22 19:42:12.243138		2.9 ms

		2023-03-22 20:42:15.348905		1.9 ms

		2023-03-22 21:42:18.024648		2.0 ms

		2023-03-22 22:42:21.119543		-1.4 ms

		2023-03-22 23:42:24.393288		0.3 ms

		2023-03-23 00:42:27.987126		1.4 ms

		2023-03-23 01:42:31.190839		-0.1 ms

		2023-03-23 02:42:34.76612		0.7 ms

		2023-03-23 03:42:36.329122		0.8 ms

		2023-03-23 04:42:38.273577		0.4 ms

		2023-03-23 05:42:41.471659		0.0 ms

		2023-03-23 06:42:43.97034		0.1 ms

		2023-03-23 07:42:47.553172		0.3 ms

		2023-03-23 08:42:49.074891		0.3 ms

		2023-03-23 09:42:50.923676		0.5 ms

		2023-03-23 10:42:52.535128		-0.8 ms

		2023-03-23 11:42:55.388876		-0.7 ms

		2023-03-23 12:42:58.312037		0.0 ms

		2023-03-23 13:43:00.140892		0.6 ms

		2023-03-23 14:43:02.413475		0.3 ms

		2023-03-23 15:43:03.972154		1.8 ms

		2023-03-23 16:43:05.972219		1.5 ms

		2023-03-23 17:43:07.535667		-0.2 ms

		2023-03-23 18:43:09.401741		-1.3 ms

		2023-03-23 19:43:11.300871		-2.8 ms

		2023-03-23 20:43:14.667385		-2.9 ms

		2023-03-23 21:43:17.811076		-0.9 ms

		2023-03-23 22:43:20.426562		0.0 ms

		2023-03-23 23:43:23.230713		0.7 ms

		2023-03-24 00:43:26.773373		1.9 ms

		2023-03-24 01:43:29.705214		-0.4 ms

		2023-03-24 02:43:32.599701		-1.4 ms

		2023-03-24 03:43:35.010031		-0.7 ms

		2023-03-24 04:43:37.65401		-1.0 ms

		2023-03-24 05:43:40.64711		-1.4 ms

		2023-03-24 06:43:43.808427		-1.1 ms

		2023-03-24 07:43:46.679077		-0.1 ms

		2023-03-24 08:43:48.806379		0.2 ms

		2023-03-24 09:43:50.309027		-0.8 ms

		2023-03-24 10:43:52.157721		-0.7 ms

		2023-03-24 11:43:55.553009		0.4 ms

		2023-03-24 12:43:56.953288		0.3 ms

		2023-03-24 13:43:58.463712		1.3 ms

		2023-03-24 14:44:00.731287		-0.1 ms

		2023-03-24 15:44:03.336759		-0.2 ms

		2023-03-24 16:44:05.856074		-0.5 ms

		2023-03-24 17:44:07.619294		0.2 ms

		2023-03-24 18:44:10.225752		-0.2 ms

		2023-03-24 19:44:13.40472		1.2 ms

		2023-03-24 20:44:17.047939		1.2 ms

		2023-03-24 21:44:20.629186		0.8 ms

		2023-03-24 22:44:24.202911		1.3 ms

		2023-03-24 23:44:27.757197		0.1 ms

		2023-03-25 00:44:31.183423		-0.4 ms

		2023-03-25 01:44:33.152743		0.4 ms

		2023-03-25 02:44:34.838428		-0.4 ms

		2023-03-25 03:44:38.44591		1.2 ms

		2023-03-25 04:44:41.542934		-1.3 ms

		2023-03-25 05:44:45.326236		-0.6 ms

		2023-03-25 06:44:48.326649		-0.1 ms

		2023-03-25 07:44:50.032167		0.6 ms

		2023-03-25 08:44:51.633131		0.3 ms

		2023-03-25 09:44:53.437475		1.0 ms

		2023-03-25 10:44:55.551852		-0.9 ms

		2023-03-25 11:44:57.294589		0.0 ms

		2023-03-25 12:44:58.72993		-0.1 ms

		2023-03-25 13:45:00.842946		1.0 ms

		2023-03-25 14:45:03.855477		-0.7 ms

		2023-03-25 15:45:06.371242		-0.4 ms

		2023-03-25 16:45:09.166391		0.6 ms

		2023-03-25 17:45:10.627531		-1.8 ms

		2023-03-25 18:45:12.128685		0.6 ms

		2023-03-25 19:45:14.040603		-0.2 ms

		2023-03-25 20:45:16.006356		-0.8 ms

		2023-03-25 21:45:17.478736		-0.4 ms

		2023-03-25 22:45:19.587825		0.8 ms

		2023-03-25 23:45:22.266262		1.2 ms

		2023-03-26 00:45:24.640753		-0.5 ms

		2023-03-26 01:45:27.714494		-0.4 ms

		2023-03-26 02:45:30.59915		1.2 ms

		2023-03-26 03:45:33.961224		2.4 ms

		2023-03-26 04:45:37.102399		2.1 ms

		2023-03-26 05:45:39.775537		1.5 ms

		2023-03-26 06:45:42.648765		0.8 ms

		2023-03-26 07:45:46.66588		-1.4 ms

		2023-03-26 08:45:49.484512		-0.5 ms

		2023-03-26 09:45:51.489289		-0.4 ms

		2023-03-26 10:45:52.90026		1.4 ms

		2023-03-26 11:45:55.563736		0.2 ms

		2023-03-26 12:45:58.787136		-0.7 ms

		2023-03-26 13:46:02.242419		-0.4 ms

		2023-03-26 14:46:06.300317		-0.6 ms

		2023-03-26 15:46:08.363678		-1.3 ms

		2023-03-26 16:46:10.072008		-1.7 ms

		2023-03-26 17:46:13.464428		-0.9 ms

		2023-03-26 18:46:16.502829		-2.4 ms

		2023-03-26 19:46:19.679692		-0.3 ms

		2023-03-26 20:46:22.402344		0.1 ms

		2023-03-26 21:46:24.87135		1.3 ms

		2023-03-26 22:46:27.871254		1.7 ms

		2023-03-26 23:46:31.035785		1.7 ms

		2023-03-27 00:46:33.772154		1.1 ms

		2023-03-27 01:46:36.735641		0.0 ms

		2023-03-27 02:46:39.552274		-0.5 ms

		2023-03-27 03:46:42.264459		-1.5 ms

		2023-03-27 04:46:43.96923		-1.1 ms

		2023-03-27 05:46:46.718574		-0.8 ms

		2023-03-27 06:46:50.638169		-1.3 ms

		2023-03-27 07:46:52.156164		-1.3 ms

		2023-03-27 08:46:53.749605		1.0 ms

		2023-03-27 09:46:56.446668		-0.4 ms

		2023-03-27 10:46:58.683583		0.0 ms

		2023-03-27 11:47:00.340195		0.3 ms

		2023-03-27 12:47:02.02		-1.5 ms

		2023-03-27 13:47:03.464775		-0.4 ms

		2023-03-27 14:47:05.657088		1.2 ms

		2023-03-27 15:47:07.48018		1.7 ms

		2023-03-27 16:47:08.889778		0.1 ms

		2023-03-27 17:47:10.23122		0.4 ms

		2023-03-27 18:47:11.962493		0.2 ms

		2023-03-27 19:47:13.48129		0.6 ms

		2023-03-27 20:47:15.546234		-0.2 ms

		2023-03-27 21:47:17.922293		-1.2 ms

		2023-03-27 22:47:20.811682		0.1 ms

		2023-03-27 23:47:23.379089		0.8 ms

		2023-03-28 00:47:25.650242		-1.4 ms

		2023-03-28 01:47:27.53048		0.4 ms

		2023-03-28 02:47:30.159584		-0.3 ms

		2023-03-28 03:47:32.809932		0.3 ms

		2023-03-28 04:47:35.864398		0.4 ms

		2023-03-28 05:47:37.330196		3.8 ms

		2023-03-28 06:47:40.819226		3.2 ms

		2023-03-28 07:47:42.147339		-0.6 ms

		2023-03-28 08:47:44.007651		0.5 ms

		2023-03-28 09:47:45.713061		24.5 ms

		2023-03-28 10:47:47.264051		-5.1 ms

		2023-03-28 11:47:48.60797		-8.5 ms

		2023-03-28 12:47:50.101931		-31.5 ms

		2023-03-28 13:47:53.237636		4.4 ms

		2023-03-28 14:47:54.835297		-1.0 ms

		2023-03-28 15:47:58.440782		-2.7 ms

		2023-03-28 16:48:00.869656		0.1 ms

		2023-03-28 17:48:02.267469		3.3 ms

		2023-03-28 18:48:03.951901		3.8 ms

		2023-03-28 19:48:06.752605		2.4 ms

		2023-03-28 20:48:08.381025		-3.0 ms

		2023-03-28 21:48:10.23817		-0.6 ms

		2023-03-28 22:48:13.765661		0.0 ms

		2023-03-28 23:48:17.111965		2.4 ms

		2023-03-29 00:48:20.036782		2.9 ms

		2023-03-29 01:48:23.685826		-0.8 ms

		2023-03-29 02:48:26.771429		-4.1 ms

		2023-03-29 03:48:30.009024		1.4 ms

		2023-03-29 04:48:33.115259		0.9 ms

		2023-03-29 05:48:36.179301		1.1 ms

		2023-03-29 06:48:37.997674		-1.0 ms

		2023-03-29 07:48:40.142118		1.5 ms

		2023-03-29 08:48:41.74983		-2.6 ms

		2023-03-29 09:48:43.242795		-1.4 ms

		2023-03-29 10:48:45.192847		1.7 ms

		2023-03-29 11:48:47.237898		0.5 ms

		2023-03-29 12:48:49.07604		0.8 ms

		2023-03-29 13:48:50.621241		3.0 ms

		2023-03-29 14:48:52.146428		0.3 ms

		2023-03-29 15:48:53.568106		0.4 ms

		2023-03-29 16:48:55.027664		-1.5 ms

		2023-03-29 17:48:56.567047		-2.4 ms

		2023-03-29 18:48:58.544457		-0.9 ms

		2023-03-29 19:49:01.577164		-0.9 ms

		2023-03-29 20:49:04.662138		-1.1 ms

		2023-03-29 21:49:07.725296		0.0 ms

		2023-03-29 22:49:10.521192		-0.1 ms

		2023-03-29 23:49:13.520903		-0.9 ms

		2023-03-30 00:49:15.859771		-2.3 ms

		2023-03-30 01:49:19.078881		-1.1 ms

		2023-03-30 02:49:21.947796		-1.2 ms

		2023-03-30 03:49:24.855185		0.0 ms

		2023-03-30 04:49:26.382404		-0.6 ms

		2023-03-30 05:49:28.542559		-0.7 ms

		2023-03-30 06:49:30.796677		-0.5 ms

		2023-03-30 07:49:32.343819		-1.5 ms

		2023-03-30 08:49:33.780236		-0.4 ms

		2023-03-30 09:49:35.369554		1.7 ms

		2023-03-30 10:49:36.866733		0.0 ms

		2023-03-30 11:49:38.502316		2.1 ms

		2023-03-30 12:49:40.457087		1.4 ms

		2023-03-30 13:49:42.093625		0.9 ms

		2023-03-30 14:49:44.109144		1.7 ms

		2023-03-30 15:49:46.119951		1.3 ms

		2023-03-30 16:49:47.699878		2.0 ms

		2023-03-30 17:49:49.8857		-0.5 ms

		2023-03-30 18:49:52.510816		-0.5 ms

		2023-03-30 19:49:55.369408		-0.7 ms

		2023-03-30 20:49:57.026721		0.4 ms

		2023-03-30 21:50:00.312813		-0.8 ms

		2023-03-30 22:50:01.729179		0.1 ms

		2023-03-30 23:50:05.095386		-0.5 ms

		2023-03-31 00:50:08.054561		-0.6 ms

		2023-03-31 01:50:11.127097		-1.0 ms

		2023-03-31 02:50:14.646802		-0.4 ms

		2023-03-31 03:50:17.735554		-0.5 ms

		2023-03-31 04:50:19.44654		0.2 ms

		2023-03-31 05:50:22.652669		0.9 ms

		2023-03-31 06:50:24.40998		0.6 ms

		2023-03-31 07:50:28.670947		0.4 ms

		2023-03-31 08:50:30.259531		0.2 ms

		2023-03-31 09:50:31.656114		0.5 ms

		2023-03-31 10:50:35.316384		-0.3 ms

		2023-03-31 11:50:37.653204		0.3 ms

		2023-03-31 12:50:39.08389		1.0 ms

		2023-03-31 13:50:40.479179		-0.3 ms

		2023-03-31 14:50:42.773094		0.1 ms

		2023-03-31 15:50:45.083953		0.4 ms

		2023-03-31 16:50:48.355994		0.0 ms

		2023-03-31 17:50:51.835668		0.2 ms

		2023-03-31 18:50:55.011398		-2.9 ms

		2023-03-31 19:50:56.362821		-0.9 ms

		2023-03-31 20:51:00.10237		-0.6 ms

		2023-03-31 21:51:02.329095		-2.1 ms

		2023-03-31 22:51:04.323629		-0.4 ms

		2023-03-31 23:51:05.992322		-2.1 ms

		2023-04-01 00:51:08.849369		-0.3 ms

		2023-04-01 01:51:12.351572		-1.6 ms

		2023-04-01 02:51:15.244356		-0.8 ms

		2023-04-01 03:51:16.683954		-1.2 ms

		2023-04-01 04:51:18.774346		-0.8 ms

		2023-04-01 05:51:20.611964		1.3 ms

		2023-04-01 06:51:23.57336		0.8 ms

		2023-04-01 07:51:25.535183		1.8 ms

		2023-04-01 08:51:27.280115		1.3 ms

		2023-04-01 09:51:28.787844		-0.2 ms

		2023-04-01 10:51:30.601823		0.1 ms

		2023-04-01 11:51:32.030087		-0.4 ms

		2023-04-01 12:51:33.988428		1.6 ms

		2023-04-01 13:51:35.783644		-0.4 ms

		2023-04-01 14:51:39.979407		-0.7 ms

		2023-04-01 15:51:43.064293		-0.5 ms

		2023-04-01 16:51:46.574174		0.4 ms

		2023-04-01 17:51:49.568253		-0.7 ms

		2023-04-01 18:51:53.135618		-1.4 ms

		2023-04-01 19:51:55.058197		1.1 ms

		2023-04-01 20:51:56.616327		-1.9 ms

		2023-04-01 21:51:58.817241		2.0 ms

		2023-04-01 22:52:00.277737		-0.2 ms

		2023-04-01 23:52:03.487389		-0.3 ms

		2023-04-02 00:52:06.866796		-0.2 ms

		2023-04-02 01:52:09.848932		-0.3 ms

		2023-04-02 02:52:12.675908		-1.9 ms

		2023-04-02 03:52:14.072396		-0.1 ms

		2023-04-02 04:52:16.01047		-1.5 ms

		2023-04-02 05:52:17.49748		-2.1 ms

		2023-04-02 06:52:20.514626		-0.2 ms

		2023-04-02 07:52:22.516716		0.8 ms

		2023-04-02 08:52:24.029875		0.8 ms

		2023-04-02 09:52:27.459066		0.4 ms

		2023-04-02 10:52:28.911351		0.9 ms

		2023-04-02 11:52:30.555065		0.3 ms

		2023-04-02 12:52:31.953831		0.8 ms

		2023-04-02 13:52:33.979168		0.2 ms

		2023-04-02 14:52:35.851986		0.4 ms

		2023-04-02 15:52:38.205536		1.6 ms

		2023-04-02 16:52:40.981429		1.0 ms

		2023-04-02 17:52:43.019123		0.9 ms

		2023-04-02 18:52:44.681749		0.7 ms

		2023-04-02 19:52:46.207983		0.1 ms

		2023-04-02 20:52:49.98712		-0.9 ms

		2023-04-02 21:52:53.211696		-0.2 ms

		2023-04-02 22:52:56.00642		-0.2 ms

		2023-04-02 23:52:57.978773		-1.1 ms

		2023-04-03 00:52:59.361032		-0.4 ms

		2023-04-03 01:53:01.204779		-1.5 ms

		2023-04-03 02:53:03.362734		-1.4 ms

		2023-04-03 03:53:04.95085		-0.2 ms

		2023-04-03 04:53:07.232844		-0.7 ms

		2023-04-03 05:53:09.0678		1.0 ms

		2023-04-03 06:53:10.677794		1.1 ms

		2023-04-03 07:53:13.23667		0.5 ms

		2023-04-03 08:53:14.763252		0.1 ms

		2023-04-03 09:53:17.41572		-0.4 ms

		2023-04-03 10:53:19.362131		1.1 ms

		2023-04-03 11:53:20.798277		0.0 ms

		2023-04-03 12:53:23.265932		0.5 ms

		2023-04-03 13:53:25.060794		1.5 ms

		2023-04-03 14:53:26.664868		0.3 ms

		2023-04-03 15:53:28.64723		1.6 ms

		2023-04-03 16:53:32.050126		1.9 ms

		2023-04-03 17:53:34.869943		2.3 ms

		2023-04-03 18:53:37.841462		-11.0 ms

		2023-04-03 19:53:40.710356		-0.3 ms

		2023-04-03 20:53:43.96358		-0.9 ms

		2023-04-03 21:53:47.06432		0.2 ms

		2023-04-03 22:53:49.798491		1.6 ms

		2023-04-03 23:53:52.130613		13.3 ms

		2023-04-04 00:53:55.21899		0.5 ms

		2023-04-04 01:53:56.852678		7.9 ms

		2023-04-04 02:53:58.715589		-7.4 ms

		2023-04-04 03:54:00.200283		-5.5 ms

		2023-04-04 04:54:01.912092		-0.7 ms

		2023-04-04 05:54:05.009435		-11.6 ms

		2023-04-04 06:54:06.698052		0.4 ms

		2023-04-04 07:54:09.110304		-16.9 ms

		2023-04-04 08:54:10.67647		1.1 ms

		2023-04-04 09:54:12.474001		0.7 ms

		2023-04-04 10:54:14.245805		-2.1 ms

		2023-04-04 11:54:15.779554		0.2 ms

		2023-04-04 12:54:18.228769		-0.5 ms

		2023-04-04 13:54:20.261299		1.1 ms

		2023-04-04 14:54:22.403258		0.0 ms

		2023-04-04 15:54:24.047294		1.8 ms

		2023-04-04 16:54:27.000864		11.8 ms

		2023-04-04 17:54:29.343921		13.1 ms

		2023-04-04 18:54:32.432615		5.1 ms

		2023-04-04 19:54:34.633958		1.1 ms

		2023-04-04 20:54:36.458594		-1.0 ms

		2023-04-04 21:54:39.004516		-1.3 ms

		2023-04-04 22:54:42.064706		-2.8 ms

		2023-04-04 23:54:45.279536		-0.7 ms

		2023-04-05 00:54:48.13642		-0.4 ms

		2023-04-05 01:54:50.895727		-0.3 ms

		2023-04-05 02:54:53.860062		-2.4 ms

		2023-04-05 03:54:57.856828		1.3 ms

		2023-04-05 04:55:00.943915		-0.7 ms

		2023-04-05 05:55:03.86929		-0.5 ms

		2023-04-05 06:55:05.839262		4.1 ms

		2023-04-05 07:55:07.467653		-6.9 ms

		2023-04-05 08:55:09.841851		1.1 ms

		2023-04-05 09:55:11.677834		1.2 ms

		2023-04-05 10:55:13.67596		1.5 ms

		2023-04-05 11:55:15.285795		-6.5 ms

		2023-04-05 12:55:17.741854		-2.3 ms

		2023-04-05 13:55:20.238977		1.1 ms

		2023-04-05 14:55:21.673419		-0.6 ms

		2023-04-05 15:55:23.636027		-1.2 ms

		2023-04-05 16:55:26.373652		-2.0 ms

		2023-04-05 17:55:28.078285		0.2 ms

		2023-04-05 18:55:29.640799		-3.0 ms

		2023-04-05 19:55:32.850492		-1.9 ms

		2023-04-05 20:55:36.338772		-1.5 ms

		2023-04-05 21:55:39.778738		2.2 ms

		2023-04-05 22:55:42.588841		-0.7 ms

		2023-04-05 23:55:46.117032		-1.4 ms

		2023-04-06 00:55:49.549348		-2.7 ms

		2023-04-06 01:55:52.652855		-1.6 ms

		2023-04-06 02:55:56.478074		-0.8 ms

		2023-04-06 03:55:59.681425		-1.4 ms

		2023-04-06 04:56:01.428073		-1.1 ms

		2023-04-06 05:56:03.436502		0.5 ms

		2023-04-06 06:56:06.515282		2.0 ms

		2023-04-06 07:56:09.532652		3.4 ms

		2023-04-06 08:56:12.859969		-23.5 ms

		2023-04-06 09:56:14.906976		0.2 ms

		2023-04-06 10:56:16.741507		1.3 ms

		2023-04-06 11:56:18.402385		0.3 ms

		2023-04-06 12:56:20.402031		-5.7 ms

		2023-04-06 13:56:22.561964		1.8 ms

		2023-04-06 14:56:24.404193		-0.3 ms

		2023-04-06 15:56:25.783783		-1.0 ms

		2023-04-06 16:56:27.545395		1.0 ms

		2023-04-06 17:56:29.008529		2.0 ms

		2023-04-06 18:56:31.429415		1.1 ms

		2023-04-06 19:56:34.462263		0.8 ms

		2023-04-06 20:56:37.569067		0.4 ms

		2023-04-06 21:56:41.121148		-1.9 ms

		2023-04-06 22:56:44.466487		-3.2 ms

		2023-04-06 23:56:48.105339		-3.6 ms

		2023-04-07 00:56:50.894419		-3.7 ms

		2023-04-07 01:56:53.794413		-3.0 ms

		2023-04-07 02:56:56.908691		-0.8 ms

		2023-04-07 03:56:59.695865		0.0 ms

		2023-04-07 04:57:02.371232		-0.5 ms

		2023-04-07 05:57:05.317173		0.1 ms

		2023-04-07 06:57:08.305757		0.5 ms

		2023-04-07 07:57:11.33675		0.3 ms

		2023-04-07 08:57:14.327492		-0.4 ms

		2023-04-07 09:57:17.553612		1.9 ms

		2023-04-07 10:57:20.467493		2.6 ms

		2023-04-07 11:57:23.506186		1.5 ms

		2023-04-07 12:57:25.644652		0.7 ms

		2023-04-07 13:57:28.533543		0.6 ms

		2023-04-07 14:57:31.744982		-0.1 ms

		2023-04-07 15:57:34.411584		0.1 ms

		2023-04-07 16:57:36.626577		-3.0 ms

		2023-04-07 17:57:40.435505		-0.8 ms

		2023-04-07 18:57:44.14847		1.2 ms

		2023-04-07 19:57:47.231613		0.8 ms

		2023-04-07 20:57:49.999449		0.1 ms

		2023-04-07 21:57:53.540783		-1.1 ms

		2023-04-07 22:57:56.875217		-1.5 ms

		2023-04-07 23:57:59.320981		0.2 ms

		2023-04-08 00:58:01.961532		-0.1 ms

		2023-04-08 01:58:03.93714		-3.2 ms

		2023-04-08 02:58:06.923838		-1.3 ms

		2023-04-08 03:58:09.68659		1.2 ms

		2023-04-08 04:58:12.981836		1.7 ms

		2023-04-08 05:58:15.875832		-0.9 ms

		2023-04-08 06:58:19.228958		0.4 ms

		2023-04-08 07:58:21.952672		1.4 ms

		2023-04-08 08:58:25.371756		1.7 ms

		2023-04-08 09:58:28.483019		0.6 ms

		2023-04-08 10:58:30.781892		0.6 ms

		2023-04-08 11:58:33.903897		1.1 ms

		2023-04-08 12:58:35.352992		-0.4 ms

		2023-04-08 13:58:37.261186		0.3 ms

		2023-04-08 14:58:39.046738		-0.6 ms

		2023-04-08 15:58:40.630791		-1.3 ms

		2023-04-08 16:58:43.336963		0.0 ms

		2023-04-08 17:58:44.955216		0.3 ms

		2023-04-08 18:58:46.897562		0.4 ms

		2023-04-08 19:58:50.032766		-0.2 ms

		2023-04-08 20:58:52.893802		0.1 ms

		2023-04-08 21:58:55.9942		-0.2 ms

		2023-04-08 22:58:58.79454		-0.4 ms

		2023-04-08 23:59:01.649397		0.5 ms

		2023-04-09 00:59:04.702008		-0.6 ms

		2023-04-09 01:59:08.074465		1.1 ms

		2023-04-09 02:59:11.697513		0.8 ms

		2023-04-09 03:59:14.916192		-0.9 ms

		2023-04-09 04:59:17.591269		-0.1 ms

		2023-04-09 05:59:20.910266		0.7 ms

		2023-04-09 06:59:23.975488		1.2 ms

		2023-04-09 07:59:27.491471		1.3 ms

		2023-04-09 08:59:28.940324		1.2 ms

		2023-04-09 09:59:31.129893		0.1 ms

		2023-04-09 10:59:34.515722		3.1 ms

		2023-04-09 11:59:37.200878		2.5 ms

		2023-04-09 12:59:40.126996		0.0 ms

		2023-04-09 13:59:43.031875		-0.2 ms

		2023-04-09 14:59:46.161744		0.8 ms

		2023-04-09 15:59:47.598992		0.3 ms

		2023-04-09 16:59:49.269785		1.7 ms

		2023-04-09 17:59:51.10599		0.5 ms

		2023-04-09 18:59:52.899421		0.3 ms

		2023-04-09 19:59:55.727606		0.5 ms

		2023-04-09 20:59:59.632503		-2.1 ms

		2023-04-09 22:00:02.878598		-1.1 ms

		2023-04-09 23:00:05.398588		-0.7 ms

		2023-04-10 00:00:06.907806		0.4 ms

		2023-04-10 01:00:08.396561		0.4 ms

		2023-04-10 02:00:10.579229		1.1 ms

		2023-04-10 03:00:13.102548		0.3 ms

		2023-04-10 04:00:14.635482		-0.2 ms

		2023-04-10 05:00:17.305767		-0.1 ms

		2023-04-10 06:00:19.355699		-0.7 ms

		2023-04-10 07:00:21.511169		-0.2 ms

		2023-04-10 08:00:24.755173		-0.1 ms

		2023-04-10 09:00:27.680199		0.1 ms

		2023-04-10 10:00:30.234026		1.2 ms

		2023-04-10 11:00:31.919191		-0.2 ms

		2023-04-10 12:00:33.56266		0.2 ms

		2023-04-10 13:00:36.549945		0.9 ms

		2023-04-10 14:00:38.738892		0.1 ms

		2023-04-10 15:00:40.723488		0.8 ms

		2023-04-10 16:00:44.160544		-1.2 ms

		2023-04-10 17:00:45.752706		0.0 ms

		2023-04-10 18:00:47.406291		0.2 ms

		2023-04-10 19:00:49.96952		-0.8 ms

		2023-04-10 20:00:53.87316		0.0 ms

		2023-04-10 21:00:55.368098		0.0 ms

		2023-04-10 22:00:56.936674		0.8 ms

		2023-04-10 23:00:59.443922		-0.5 ms

		2023-04-11 00:01:01.695771		-1.1 ms

		2023-04-11 01:01:05.638877		-8.1 ms

		2023-04-11 02:01:08.216229		-2.2 ms

		2023-04-11 03:01:09.809959		-7.2 ms

		2023-04-11 04:01:13.51438		-7.0 ms

		2023-04-11 05:01:16.623704		-0.9 ms

		2023-04-11 06:01:18.300688		0.0 ms

		2023-04-11 07:01:20.639172		0.9 ms

		2023-04-11 08:01:22.129525		3.7 ms

		2023-04-11 09:01:23.752069		0.7 ms

		2023-04-11 10:01:25.644432		0.1 ms

		2023-04-11 11:01:27.174979		1.2 ms

		2023-04-11 12:01:28.817817		0.1 ms

		2023-04-11 13:01:30.784351		1.6 ms

		2023-04-11 14:01:32.351396		0.5 ms

		2023-04-11 15:01:34.64683		-0.4 ms

		2023-04-11 16:01:37.675126		0.9 ms

		2023-04-11 17:01:39.157197		1.8 ms

		2023-04-11 18:01:42.108057		1.4 ms

		2023-04-11 19:01:43.657856		0.6 ms

		2023-04-11 20:01:45.401415		-0.9 ms

		2023-04-11 21:01:48.389615		-1.8 ms

		2023-04-11 22:01:51.712424		-1.9 ms

		2023-04-11 23:01:55.45895		-1.8 ms

		2023-04-12 00:01:59.290508		-1.2 ms

		2023-04-12 01:02:01.443462		-0.1 ms

		2023-04-12 02:02:04.32421		0.7 ms

		2023-04-12 03:02:07.357289		0.4 ms

		2023-04-12 04:02:09.552404		0.6 ms

		2023-04-12 05:02:11.960698		0.1 ms

		2023-04-12 06:02:13.81633		-0.6 ms

		2023-04-12 07:02:16.449069		0.5 ms

		2023-04-12 08:02:18.840017		1.5 ms

		2023-04-12 09:02:20.755862		0.5 ms

		2023-04-12 10:02:22.261366		-0.2 ms

		2023-04-12 11:02:24.25328		-0.9 ms

		2023-04-12 12:02:25.849443		-0.1 ms

		2023-04-12 13:02:27.45218		1.4 ms

		2023-04-12 14:02:29.10877		2.6 ms

		2023-04-12 15:02:30.783095		2.0 ms

		2023-04-12 16:02:33.031322		0.6 ms

		2023-04-12 17:02:35.98166		0.5 ms

		2023-04-12 18:02:37.554668		-0.1 ms

		2023-04-12 19:02:39.850654		-1.0 ms

		2023-04-12 20:02:41.260261		-0.1 ms

		2023-04-12 21:02:43.07074		-0.7 ms

		2023-04-12 22:02:45.865105		-0.5 ms

		2023-04-12 23:02:49.44551		-0.3 ms

		2023-04-13 00:02:52.448633		-0.6 ms

		2023-04-13 01:02:54.053535		-1.1 ms

		2023-04-13 02:02:56.879793		-0.8 ms

		2023-04-13 03:03:00.060133		-0.9 ms

		2023-04-13 04:03:02.918826		-0.4 ms

		2023-04-13 05:03:06.755841		-0.8 ms

		2023-04-13 06:03:09.956122		-0.3 ms

		2023-04-13 07:03:13.407763		-0.3 ms

		2023-04-13 08:03:15.454891		-1.2 ms

		2023-04-13 09:03:17.015795		-0.2 ms

		2023-04-13 10:03:18.512412		0.9 ms

		2023-04-13 11:03:19.909082		1.0 ms

		2023-04-13 12:03:22.445422		2.3 ms

		2023-04-13 13:03:24.203431		3.1 ms

		2023-04-13 14:03:26.30076		3.1 ms

		2023-04-13 15:03:28.645558		0.3 ms

		2023-04-13 16:03:30.362506		-0.4 ms

		2023-04-13 17:03:32.643801		-1.9 ms

		2023-04-13 18:03:35.150141		-1.1 ms

		2023-04-13 19:03:36.702546		-0.7 ms

		2023-04-13 20:03:39.593987		-0.9 ms

		2023-04-13 21:03:43.043168		-0.8 ms

		2023-04-13 22:03:44.574883		-0.2 ms

		2023-04-13 23:03:47.250319		-4.6 ms

		2023-04-14 00:03:50.870203		-2.8 ms

		2023-04-14 01:03:53.964338		-1.1 ms

		2023-04-14 02:03:57.75094		-0.9 ms

		2023-04-14 03:04:01.285636		0.2 ms

		2023-04-14 04:04:04.766869		-0.2 ms

		2023-04-14 05:04:08.600618		-0.8 ms

		2023-04-14 06:04:10.061169		-1.7 ms

		2023-04-14 07:04:13.642105		-1.1 ms

		2023-04-14 08:04:17.132925		-0.4 ms

		2023-04-14 09:04:20.831286		0.9 ms

		2023-04-14 10:04:23.810136		1.7 ms

		2023-04-14 11:04:26.146014		2.1 ms

		2023-04-14 12:04:28.439538		0.4 ms

		2023-04-14 13:04:29.971275		0.8 ms

		2023-04-14 14:04:31.924486		1.2 ms

		2023-04-14 15:04:33.324448		0.8 ms

		2023-04-14 16:04:34.901681		2.9 ms

		2023-04-14 17:04:37.395748		-0.3 ms

		2023-04-14 18:04:39.882109		-0.6 ms

		2023-04-14 19:04:43.379828		-0.1 ms

		2023-04-14 20:04:46.347146		0.2 ms

		2023-04-14 21:04:49.479065		0.2 ms

		2023-04-14 22:04:52.987651		-1.8 ms

		2023-04-14 23:04:55.838858		-2.4 ms

		2023-04-15 00:04:58.106594		-1.5 ms

		2023-04-15 01:05:01.530549		-1.6 ms

		2023-04-15 02:05:04.19936		-1.9 ms

		2023-04-15 03:05:07.297925		0.0 ms

		2023-04-15 04:05:10.476772		1.1 ms

		2023-04-15 05:45:14.215094		0.4 ms

		2023-04-15 06:50:28.856537		2.0 ms

		2023-04-15 07:50:30.244565		1.0 ms

		2023-04-15 08:50:32.65341		1.2 ms

		2023-04-15 09:50:35.767782		1.0 ms

		2023-04-15 10:50:37.630934		0.6 ms

		2023-04-15 11:50:39.824014		1.4 ms

		2023-04-15 12:50:41.457854		1.3 ms

		2023-04-15 13:50:44.063664		0.3 ms

		2023-04-15 14:50:45.460516		-1.5 ms

		2023-04-15 15:50:47.172753		0.0 ms

		2023-04-15 16:50:48.71266		-0.1 ms

		2023-04-15 17:50:50.819037		-0.6 ms

		2023-04-15 18:50:52.4034		0.6 ms

		2023-04-15 19:50:55.887146		0.4 ms

		2023-04-15 20:50:59.749843		-0.5 ms

		2023-04-15 21:51:03.063115		0.4 ms

		2023-04-15 22:51:05.49693		0.6 ms

		2023-04-15 23:51:09.167265		0.3 ms

		2023-04-16 00:51:11.387846		-0.3 ms

		2023-04-16 01:51:14.000612		-0.6 ms

		2023-04-16 02:51:17.21642		0.3 ms

		2023-04-16 03:51:20.342194		0.9 ms

		2023-04-16 04:51:23.414937		0.3 ms

		2023-04-16 05:51:26.213667		-0.2 ms

		2023-04-16 06:51:29.6501		1.7 ms

		2023-04-16 07:51:33.245376		4.5 ms

		2023-04-16 08:51:36.377127		1.6 ms

		2023-04-16 09:51:39.309739		0.4 ms

		2023-04-16 10:51:40.92474		0.2 ms

		2023-04-16 11:51:42.531235		0.8 ms

		2023-04-16 12:51:45.015556		2.4 ms

		2023-04-16 13:51:47.570578		1.2 ms

		2023-04-16 14:51:48.964365		-0.6 ms

		2023-04-16 15:51:51.082919		-0.9 ms

		2023-04-16 16:51:52.526368		-0.5 ms

		2023-04-16 17:51:53.991317		-2.0 ms

		2023-04-16 18:51:56.452796		-1.4 ms

		2023-04-16 19:51:59.344582		-2.8 ms

		2023-04-16 20:52:02.772308		-1.8 ms

		2023-04-16 21:52:06.083063		-1.8 ms

		2023-04-16 22:52:09.015427		0.3 ms

		2023-04-16 23:52:12.21753		0.0 ms

		2023-04-17 00:52:15.057224		-4.5 ms

		2023-04-17 01:52:17.959411		-6.2 ms

		2023-04-17 02:52:20.894043		-4.4 ms

		2023-04-17 03:52:24.505905		-2.2 ms

		2023-04-17 04:52:27.835248		2.8 ms

		2023-04-17 05:52:30.908944		-1.1 ms





###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2023-04-06 09:44:16.827 UTC		81.170.211.29		Frida Grip (FG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-04-06 09:45:33.357 UTC		81.170.211.29		Frida Grip (FG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

		2023-04-06 10:46:54.572 UTC		185.224.57.161		Erik Persson (EP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

		2023-04-06 12:00:55.175 UTC		213.67.53.106		Karl-Erik Lundin (KL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-04-06 12:01:53.137 UTC		213.67.53.106		Karl-Erik Lundin (KL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

		2023-04-06 13:34:24.957 UTC		81.224.99.198		Mattias Jaktlund (MJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-04-06 13:37:32.513 UTC		81.224.99.198		Mattias Jaktlund (MJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

		2023-04-07 21:15:45.188 UTC		83.255.155.3		Anna Lindmark (AL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-04-07 21:19:39.325 UTC		83.255.155.3		Anna Lindmark (AL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

		2023-04-10 20:34:14.075 UTC		217.208.4.157		Linda Westberg (LW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-04-10 20:35:52.661 UTC		217.208.4.157		Linda Westberg (LW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

		2023-04-11 16:17:32.707 UTC		83.255.159.85		Anders Nordvall (AN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-04-11 16:18:22.672 UTC		83.255.159.85		Anders Nordvall (AN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

		2023-04-14 17:07:11.394 UTC		217.209.144.123		Björn Sandal (BS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-04-14 17:19:52.257 UTC		217.209.144.123		Björn Sandal (BS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

		2023-04-17 05:51:36.238 UTC		185.152.176.116		Mattias Eriksson (ME) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-04-17 05:52:42.398 UTC		185.152.176.116		Mattias Eriksson (ME) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:





By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)





Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.





For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



